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NETWORK-BASED MULTIMEDIA COMMUNICATIONS AND 
DIRECTORY SYSTEM AND METHOD OF OPERATION 



TF.PHMTCAL FIELD OF THE INVENTION 

This invention relates in general to the field of 
communications and information management systems and 
more particularly to an improved network-based voice 
messaging and multimedia communications and directory 
system and method of operation for private addressing 
plans using community addressing. 
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ftnrKftROUND nv the INVENTION 

Currently available communications facilities 
include voice communication, electronic mail 
communication, facsimile communication and 
video communication. These communications facilities are 
augmented by storage and retrieval facilities such as 
voice mail facilities, bulletin board services and the 
like. These various communications facilities have 
largely been operated on independent platforms, 
interconnected into private networks, and through 
independent and disparate channels of communication. 

While local area network (LAN) based mail systems 
such as cc: Mail or large private electronic mail 
providers such as MCI Mail have facilitated some 
networking capability in electronic mail content, other 
communications facilities such as voice messaging and 
facsimile transmissions are largely localized facilities. 
For example, typical messaging systems are constrained 
within a single organization such as a company or at the 
broadest within a single local exchange carrier facility. 
In light of the largely local nature of messaging 
facilities and the incompatibility of proprietary 
messaging protocols, there has been little effort to 
supply large scale integrated network functionality to 
these communications services. In addition, most of 
these facilities are limited to a single media such as 
only voice, only electronic mail, or only facsimile 

transmissions . 

Additionally, in particular, voice messaging systems 
have not provided large scale integrated network 
functionality due to the following limitations: 
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1) Their terminal equipment is usually a telephone, 
which can only communicate with audio signaling such as 
Dual Tone Multi- Frequency (DTMF) signals. 

2) The methods of addressing are frequently short, 
fixed length numerical addresses and currently deployed 
numbering schemes. 

3) Messages are typically large, spanning several 
minutes of digitized analog audio signals. 

4) Identity confirmation of the sender or 
recipient must be a spoken identification such as a 
mailbox number or a name. 

5) Directory type functions such as lookup can not 
be done with ASCII type inputs but again are restricted 
to DTMF inputs. 

6) Communications protocols associated with 
voice messaging systems do not provide the facilities 
necessary to request or specify special services such as 
media translation, subject matter identification and 
routing, and the like. 

A further complication in the growth of existing 
messaging systems and networks is the parallel increase 
in the complexity of managing the directory and 
addressing information associated with the network. 
Existing directory facilities are usually limited to a 
single system or, at 'most, a single organization. It is 
difficult, if not impossible with current systems, to 
acquire and use effectively directory information from 
other facilities as the integrated system increases in 
complexity as other facilities are added to the network. 
These large scale directories are more complicated to 
deal with in voice messaging systems due to the fact that 
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any functionality, such as retrieval or lookup, provided 
to the user is restricted to DTMF inputs. 

The isolated nature of present messaging systems 
provides for little standardization that may be used to 
effect the communications between disparate systems that 
must occur for effective networking of systems. As such, 
even messaging systems that are working in the same 
media, for example, two voice messaging systems, may be 
incapable of transferring information and messages 
between the systems due to the differences in the 
protocols used by the systems to process and transfer 
messages . 

The management of message traffic in a networked 
environment creates additional concerns. As a message 
passes out of the control of a local messaging system and 
into the network, the responsibility for routing and 
delivery of the message must also pass to the network. 
This responsibility creates a need for a network with 
significant message tracking and management capabilities. 
The complexity of this management task grows enormously 
as the size of the network increases. This complexity 
further increases with voice messaging systems due to the 
addressing being numerical, and limited in size mo*^ 
often to the sender/ recipient ' s phone number or some 
other local private numbering plan, and to the size of 
the addressing fields in any of tfoe local networking 
protocols. 

Further complications result from the desire for 
parties owning individual messaging systems to network 
those systems. Current messaging systems can employ 
convenient short form addressing among the members of the 
entity that use the voice messaging system. However, the 
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short form addresses are problematic in a large shared 
network such as that in this invention because they do 
not provide globally unique addressing for all members of 
the widely-networked community. 

Accordingly, a need has arisen for an integrated 
communications system which supplies network-based voice 
and multimedia communication facilities, voice and 
multimedia directory services for communications 
including voice mail, electronic mail, facsimile 
transmissions, voice transmissions and video 
transmissions, and further supplies the ability to 
network messaging systems which use a variety of 
disparate private addressing schemes. 
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ST1MMARY OF TVY INVENTION 

In accordance with the teachings of the present 
invention, a communications system is disclosed which 
substantially eliminates or reduces disadvantages 
associated with prior systems and solutions and provides 
new solutions never before available. In accordance with 
one embodiment of the present invention, a network-based 
voice and multimedia communications system is provided 
that comprises a plurality of network hubs operable to 
communicate with each other and with local messaging 
systems. The network hubs operate to receive messages in 
any media using any addressing convention from users 
either directly or through local messaging systems and to 
transmit the messages to other users whether located on 
local messaging systems or otherwise through the 
plurality of network hubs. This capability introduces a 
further complication for voice messaging systems that has 
yet to be encountered, in that voice messaging systems 
must be accessed and addressed utilizing standard DTMF 
signaling, numerical addressing and directory queries, 
and all within the native protocol of the user messaging 
system. According to one embodiment of the present 
invention, the network hubs are in constant communication 
with one another and constantly update a directory 
database which comprises user profiles for users of the 
communications system. The user profiles include 
identification confirmations associated with the users, 
such as a user's spoken name, as well as other 
user-specific information. The communications system is 
operable to transmit an identification confirmation for a 
given user when another user of the communications system 
attempts to send a message to that user. For large scale 
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integrated network functionality, interfacing with voice 
messaging systems introduces a further complication for 
user profiles including identification confirmation in 
that large distributed network directories must be built 
and maintained based upon numerical addressing and 
accessed utilizing DTMF signaling and the native 
protocols of the user messaging system. 

According to a further embodiment of the present 
invention, the network hubs are operable to maintain and 
store user profiles that include user preferences 
associated with each user. The communications system of 
the present invention is operable to perform media 
translations such that messages received in one media can 
be translated into another media based upon the 
preference of the destination user as stored in the 
user's profile information. For large scale integrated 
network functionality, interfacing with voice messaging 
systems introduces a further complication for media 
preference translation in that large distributed network 
directories must be built and maintained/ based upon 
numerical addressing, that are accessed utilizing DTMF 
signaling and the native protocols of the user system. 

According to a further embodiment of the present 
invention, the communications system supports mailing 
list distribution of messages. According to this 
embodiment of the present invention, the communications 
system receives a message which is addressed to a 
configurable mailing list comprising a plurality of 
destination addresses associated with users of the 
communications system. A mailing list agent may act as 
the sender of the message to distribute the message to 
each of the addresses in the mailing list. For large 
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scale integrated network functionality, interfacing with 
voice messaging systems introduces a further complication 
for mailing list distribution, in that large distributed 
network directories must be built and maintained. These 
directories must be accessed and addressed utilizing 
standard DTMF signaling, numerical addressing and 
directory queries using the native protocol of the user 
system. 

According to one embodiment of the present 
invention, the network hubs maintain constant 
communication paths to one another such that the current 
state of the entire system is always available to each of 
the network hubs. In this manner, the location and status 
of each message within the communications system can be 
tracked and altered at any time after the message is 
created and before the message is delivered. For large 
scale integrated network functionality, interfacing with 
voice messaging systems introduces a further complication 
for accessing and update of user profile information, in 
that large distributed network directories must be built 
and accessed by the numerical addresses of the users of 

the messaging system. 

According to a further embodiment of the present 
invention, access is provided into the communications 
system for nonsubscribers of the communications system. 
In this manner, nonsubscribers can place messages or 
other communications directly onto the communications 
system for delivery. Further, facilities are also 
provided to deliver messages to nonsubscribers by the 
placement of conventional telephone calls, facsimile 
transmissions or E-mail transmissions to addresses which 
are provided by the message sender. A further 
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complication to the communications system for providing 
nonsubscribers the capability to deposit and retrieve 
messages with voice messaging systems requires that the 
communications system support standard telephone 
interfaces, support numerical addressing, support only 
voice as the entry and exit media, supply identification 
confirmation in a spoken form such as the spoken name or 
spoken address, and provide directory services via DTMF 
signaling. 

According to a further embodiment of the present 
invention, the network hubs may be used to distribute 
mass mailings of message traffic to selected users of the 
communications system. According to this embodiment, the 
user profiles associated with each user may contain 
information to allow each user to specify what types of 
information and from whom that user v;ould like to receive 
and in what media and location the user would like to 
receive the information. For large scale integrated 
network functionality, interfacing with voice messaging 
systems introduces a further complication for 
distribution of mass mailings in that large distributed 
network directories must be built and accessed by the 
numerical addresses of the users of the communications 
system. According to one embodiment of the present 
invention, advertising and other commercial special 
interest information can be routed through the 
communications system for fees charged to the providers 
of the information. Users of the network are billed for 
ordinary messages routed through the network or for 
information services and may be given credit for each 
advertising message actually received to provide an 
incentive for users to receive the advertising message 
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traffic. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for providing 
advertising and other commercial special interest 
information messaging services in that large distributed 
network directories must be built and maintained, based 
upon numerical addressing and that the messages are 
delivered utilizing DTMF signaling and the native 
protocols of the user's messaging system. 

According to a further embodiment of the present 
invention, the communications system is operable to 
deliver compound messages that comprise information in 
more than one media. For example, a single message may 
comprise both a voice message and a facsimile 
transmission. The communications system of the present 
invention is operable to route each portion of the 
message to an appropriate receiving facility associated 
with the destination user. For example, if a compound 
message is sent that comprises both a voice message and a 
facsimile message, the communications system of the 
present invention can deliver both messages together or 
split the two messages and deliver the voice message to a 
voice mailbox associated with the intended recipient and 
deliver the facsimile message to a fax destination 
associated with the intended recipient. The 
communications system of the present invention is also 
operable to translate messages received in one media to a 
media associated with the facilities of the destination 
user if the destination user does not have or does not 
desire delivery in certain media. For example, if a 
compound message is sent that comprises a voice message 
and an electronic mail transmission but the destination 
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user only has a voice mailbox and a fax machine/ the 
communications system of the present invention will 
translate the electronic mail message to a facsimile 
image and transmit the voice portion of the compound 
message to the voire mailbox and the translated portion 
to the fax destination. For large scale integrated 
network functionality/ interfacing with voice messaging 
systems introduces a further complication for the 
processing of multimedia messages and the split routing 
that has yet to be developed, in that large distributed 
network directories must be built containing the 
numerical addresses for the different media destinations 
and accessed by the numerical addresses of the users of 
the communications system, and delivered utilizing DTMF 
signaling and the native protocols of the user system. 
Current technology and implementations of message 
addressing using short, fixed length numerical addresses 
are inadequate when trying to implement global 
addressing. The communications system of the present 
invention must supply additional information and 
mechanisms to its addressing schemes to create globally 
unique addressing from such short, fixed length numerical 
addresses . 

According to a further embodiment of the present 
invention, the communications system is operable to 
translate messages between different languages to 
accommodate foreign-speaking users. If the message is not 
already a text message, the communications system of the 
present invention will use its media translating 
capability to place a message in a textual format such 
that an automated language translation of the text 
message can take place. The language-translated message 
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can then be translated into the appropriate media for the 
destination user. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for providing language 
translation, in that large distributed network 
directories must be built and maintained containing 
language preference information which must be accessed 
based upon numerical addressing and that the messages are 
delivered utilizing DTMF signaling and the native 
protocols of the user system. 

According to a further embodiment of the present 
invention, the communications system is operable to 
coordinate password based, public and private key or 
other forms of messaging security to allow for secure 
transmission and receipt of messages through the 
communications system. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for providing security 
features, in that large distributed network directories 
must be built and maintained containing the security 
access keys and methods which must be accessed based upon 
numerical addressing and that the messages and security 
keys are delivered utilizing DTMF signaling and • he 
native protocols of the user system. 

According to a further embodiment of the present 
invention, the communications system is operable to 
receive an address or other information associated with 
an intended recipient and to access user profile 
information associated with the intended recipient and 
retrieve addressing information associated with the 
intended recipient. As such, a sender of a message can 
use whatever information is known about an intended 
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recipient of a message to identify the recipient and the 
communications system of the present invention will 
access and use the required addressing information 
appropriate for the identified recipient and the message 
being sent. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for providing custom 
address translation, in that large distributed network 
directories must be built and maintained containing 
numerical address translation information which must be 
accessed based upon numerical addressing and that the 
messages are delivered utilizing DTMF signaling and the 
native protocols of the user system. 

According to a further embodiment of the present 
invention, the communications system is operable to store 
configuration and directory information for messaging 
systems that are connected to network hubs used in the 
communications system of the present invention. 
Accordingly, if a messaging system is damaged or 
destroyed, the stored information can be used to 
reconfigure the repaired system or to initially configure 
a replacement system. Further, messages to be delivered 
to the damaged messaging system may be stored in the 
network hubs of the communications system of the present 
invention until the damaged messaging system is returned 
to service so that no messaging traffic is lost during 
the time required to repair or replace the damaged 
messaging system. 

According to a further embodiment of the present 
invention, the communications system is operable to 
provide directory information to messaging systems that 
are connected to network hubs of the communications 
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system of the present invention but which do not need to 
use the communications system of the present invention to 
actually deliver messages. According to this embodiment, 
a messaging system can present the communications system 
of the present invention with a request for directory 
information and the communications system will respond 
with routing information to enable the attached messaging 
system to deliver the message without the further 
intervention of the communications system of the present 
invention. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for providing directory 
addressing services, in that large distributed network 
directories must be built and maintained containing 
address and delivery information which must be accessed 
based upon numerical addressing and that this information 
is delivered to the requesting system utilizing DTMF 
signaling and the native protocols of the user system. 

In accordance with one embodiment of the present 
invention, a communications system is provided that 
includes a network hub that is coupled to a messaging 
system through at least two communication paths. One of 
the communication paths comprises a public communication 
path for public messaging traffic to and from the 
messaging system. The second communication path 
comprises a private communication path for messaging 
traffic within a messaging community. The network hub is 
operable to treat the single messaging system as two 
virtual messaging systems with each communication path 
associated with a single virtual messaging system. The 
network hub comprises translation tables which associate 
users of the messaging systems with the communities to 
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which they belong and the addresses associated with the 
users within those communities. 
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^TF.F r>ESC PTP TTnM QF Tf"* DRAWINGS 

A more complete understanding of teachings of the 
present invention may be acquired by referring to the 
accompanying drawings in which like reference numbers 
indicate like features and wherein: 

FIGURE 1 is a block diagram of the multimedia 
communications system of the present invention; 

FIGURE 2 is a block diagram of the modular software 
architecture which is used in the network hubs of the 

present invention; 

FIGURE 3 is a data flow diagram illustrating the 
flow of messages and control information between the 
software modules used in the network hubs of the present 
invention; 

FIGURE 4 is a block diagram of an analog connection 
processor used in the communications system of the 

present invention; 

FIGURE 5 is a state diagram of the analog connection 
processor, the digital connection processor and the 
network processor used in the communications system of 
the present invention; 

FIGURE 6 is a block diagram of the digital 
connection processor used in the communications system of 

the present invention; 

FIGURE 7 is a block diagram of the network processor 
used in the communications system of the present 
invention; 

FIGURE 8 is a block diagram of the event processor 
used in the communications system of the present 
invention; 
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FIGURE 9 is a state diagram of the event processor 
used in the communications system of the present 
invention; 

FIGURE 10 is a block diagram of the control 
5 processors, management processor, event processor, and 

databases used in the communications system of the 
present invention; 

FIGURE 11 is a block diagram of the management 
processor used in the communications system of the 
10 present invention; 

FIGURE 12 is a data flow diagram of the media 
translator used in the communications system of the 
present invention; 

FIGURE 13 is a block diagram of the network center 
15 used in the communications system of the present 

invention; 

FIGURE 14 is an example of the address translation 
operation of the communications system of the present 
invention; 

20 FIGURE 15 is a schematic illustration of the system 

and method used by the present invention to implement 

private addressing plans; 

FIGURE 16 is an illustration of a translation table 

used by the present invention; 
25 FIGURES 17a through 17e are examples of the 

translations performed to accomplish private messaging; 

and 

FIGURE 18 is an illustration of an example of 
messaging using the Internet. 
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nPTATT.En DEj R^TPTTQN OF THE INVENTION 

Mp«-wnrk structure 

FIGURE 1 is a block diagram of a multimedia 
network-based communications system, indicated generally 
at 10, comprising a number of network hubs 12, 14 and 16. 
Network hubs 12, 14 and 16 are coupled to one another 
through a communications network 18 that may comprise, 
for example, high speed datalinks, frame relay links or 
other suitable high speed data communication facilities. 
Communications system 10 operates to process and route 
communications traffic from a wide variety of message 
sources and to a wide variety of message destinations. 
For example, hub system 12 is shown coupled to a 
telephone 22, a messaging system 24, a conventional 
voice mail system 26 which is coupled to a large number 
of telephone terminals represented by telephone 38, a 
facsimile transmission system 28 and a public messaging 
network 30. Public messaging system 30 may comprise, for 
example, messaging services provided to the public by 
local exchange carrier. In addition, network hub 14 is 
shown coupled to a private system 32 that itself contains 
a number of messaging systems and to an electronic mail 
facility 34. Network hub 14 is also shown coupled 
directly to a telephone 20 and to a conventional 
voice mail system 36 which is coupled to a large number 
of telephone terminals represented by telephone 38. It 
should be understood that telecommunications connections 
that are shown as direct connections may actually include 
intermediate switching facilities such as private branch 
exchanges or central office switches that are part of 
private and public telecommunications networks. 
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Network hub 14 is also shown coupled to a private 
local area network, indicated generally at 31, which 
communicates with network hub 14 using a communications 
gateway 33. Local area network 31 may be used to support 
a wide variety of messaging operations and may connect 
user stations having electronic mail capability, 
facsimile capability, voice capability or video 
capability. The communications system 10 may be used to 
connect all these systems with other messaging systems 
through gateway 33 and network hub 14. 

Similarly, network hub 16 is shown coupled to a 
messaging system 40, a private system 42 comprising a 
number of messaging systems, and a facsimile transmission 
and receive facility 44. The network hub systems 12, 14 
and 16 are also coupled through the communications 
network 18 to a network center 37. The network center 37 
monitors the operation of the network 10 as will be 
discussed more fully herein. Information providers 39 are 
also provided a gateway into the communications system 10 
for data and message traffic from information 
providers 39. Information providers 39 may provide, for 
example, bulletin board information or mass distributed 
information services or advertising messages ti.^t are 
distributed to users of the communications system 10 
based on the preferences or demographics of the users and 
the content of the information. 

As will be discussed more completely herein, 
communications system 10 operates to integrate and 
interconnect disparate sources and technologies of 
communication traffic and to translate messages between 
them. The communications system 10 maintains a universal 
database of all users of the communications system and 
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their individual communi cat ions profiles including the 
various media in which the users can send and receive 
messages. For example, a single user may control and 
receive communications using an electronic mail facility, 
a voice mail facility, a facsimile facility and a video 
facility. All of these facilities are identified in a 
user profile record associated with that user within the 
network database associated with system 10. As will be 
discussed herein, a copy of that database is maintained 
in each network hub within system 10 exemplified by 
network hubs 12, 14 and 16 in FIGURE 1. For large scale 
integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for maintaining individual user profiles in that large 
distributed network directories must be built and 
maintained based upon numerical addressing and accessed 
utilizing DTMF signaling and the native protocols of the 
user system. The communications system 10 further 
includes media, protocol, and language translation 
capabilities such that, for example, messages sent in one 
media can be received in a different media. For example, 
an electronic mail message might be sent to a destination 
user chat does not have an electronic mail faci-ity v ,ut 
does have a facsimile facility or prefers the receipt of 
a facsimile transmission over an electronic mail 
transmission. Accordingly, the communications system 10 
will translate the electronic mail message into a 
facsimile message and deliver the message to the 
designated facsimile facility. For large scale 
integrated network functionality, interfacing with 
voice messaging systems introduces a further complication 
for the processing of multimedia messages and the 
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alternate routing in that large distributed network 
directories must be built containing the numerical 
addresses for the different media destinations and 
accessed by the numerical addresses of the users of the 
communications system, and delivered utilizing DTMF 
signaling and the native protocols of the user system. 
In addition, the communications protocols associated with 
voice messaging systems do not have the ability to 
request and specify special handling for multimedia 
messages. 

For purposes of describing the advantages of the 
present invention, all the various sources of and 
destinations for data traffic coupled to and serviced by 
the communications system 10 are referred to as 
"messaging systems" whether they comprise voice mail 
systems, electronic mail systems, facsimile transmission 
facilities, video transmission facilities or other data 
transmission or receipt facilities. As such, for 
purposes of this description, the data received from such 
a messaging system is referred to herein as a "message" 
regardless of its composition. For example, a message 
received, processed and delivered by the communications 
system 10 may comprise a voice message, an electronic 
mail message, a facsimile or video transmission or any 
combination of medium to form a compound message. As used 
herein, the "media" of a message refers to the manner in 
which the message is received or delivered. For example, 
various message media may comprise voice, electronic 
mail, facsimile or other graphic images, or video. 
Further, the "protocol" of a message refers to the manner 
in which the data comprising the message is encoded by 
the messaging system from which the message originates to 
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the communications system 10, the manner in which the 
data comprising a message is encoded as it passes through 
communications system 10, and the manner in which the 
data comprising a message is encoded prior to its 
delivery in order for a destination messaging system to 
comprehend the message. The term "user" will be used 
herein to refer to human beings interfacing to the 
communications system 10 either directly or through 
messaging systems coupled to communications system 10. 

The network hubs such as network hubs 12, 14 and 16 
shown in FIGURE 1 operate as protocol translation 
facilities to allow for the connection of the 
communications system 10 to any of a large number of 
disparate messaging systems employing differing 
protocols. Currently, there are a great number of 
communication protocols which are used by private and 
public telecommunications and data transmission 
facilities to interconnect messaging systems. The 
communications system 10 operates to receive messages and 
administrative information from messaging systems using 
the protocol native to that system. The messages and 
administrative information can then be transmitted to the 
destination facility using the protocol associated with 
the destination facility. Certain companies maintain 
proprietary information delivery protocols that can, if 
such protocols are made available, be supported by the 
communications system 10. Further, public domain 
protocols such as X.400 messaging, SS7 signalling and 
both digital and analog versions of the audio message 
interchange specification (AMIS) are also supported by 
communications system 10. For example, the X.400 
protocol includes support for virtually all 
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communications features currently in use. A particular 
feature set is ordinarily dependent on the features used 
by a particular messaging system and will usually 
comprise a subset of the features supported by the X.400 
protocol. The communications system 10 is flexible enough 
to support whatever features are implemented by messaging 
systems connected to the communications system 10. 
Additionally, for large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for the providing of 
multi-protocol translation capabilities in that messages 
are delivered utilizing DTMF signaling and numerical 
addresses. In addition, the communications protocols 
associated with voice messaging systems do not have the 
ability to request or specify a translation to a 
disparate protocol. 

The communications system of the present invention 
also works with a variety of public and proprietary 
protocols for directory information • As will be 
discussed more fully herein, some messaging systems may 
only use the communications system of the present 
invention as a source of addressing and routing 
information. In these cases, the messaging system 
provides the communications system 10 with some 
information about the intended destination. The 
communications system 10 then returns specific routing 
information to the messaging system so that the messaging 
system can independently contact the destination and 
deliver the message. In these contexts, the directory 
information passed between the communications system 10 
and the messaging system may use any number of public or 
proprietary directory information protocols understood by 
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the communications system 10. For large scale integrated 
network functionality, interfacing with voice messaging 
systems introduces further complications for providing 
directory addressing services in that large distributed 
network directories must be built and maintained 
containing address and delivery information which must be 
accessed based upon numerical addressing and that this 
information is delivered to the requesting system 
utilizing DTMF signaling and the native protocols of the 
user's messaging system. 

In operation, a network hub such as network hub 12 
will receive a message through, for example, messaging 
system 24 shown in FIGURE 1. By way of example, suppose 
messaging system 24 utilizes the analog AMIS protocol 
form of DTMF signaling. Further, assume that the message 
from messaging system 24 is intended for a party serviced 
by private system 42 which utilizes a proprietary digital 
communication protocol. Accordingly, network hub 12 
would receive the message from messaging system 24 in the 
analog AMIS protocol. Network hub 12 then transforms the 
information in the message to conform to a network 
transmission format and transmits the transformed message 
through the communications network 18 to hub 16. Network 
hub 16 then uses the proprietary communication protocol 
understood by private system 42 to transmit the 
information to private system 42. In this manner, 
communications system 10 not only acts to translate the 
media in which the messages are sent to the destination 
messaging system, but also acts to provide messaging 
between dissimilar, proprietary messaging systems by 
supporting disparate communication protocols. The 
communications system of the present invention uses a 
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shared internal protocol for all routing and processing 
of messages. As such, the communications system of the 
present invention can easily be adapted as new 
communications protocols, such as Multipurpose Internet 
Mail Extension (MIME) or the like, become popular. The 
network hubs that are required to interface with systems 
utilizing these new protocols need only translate the new 
protocol to the internal protocol. As such, the operation 
of the communications system as a whole can support the 
addition of unlimited new protocols. 

The network hub systems within communications 
system 10 are in constant communication with one another 
and with the network center 37 to provide updates as to 
the status of messages within the communications system 
10 and further updates as to the user profile information 
stored in the user database in each network hub. The 
network center 37 receives these database and status 
updates and transmits those updates to the remaining hubs 
in the communications system 10. Due to the constant 
communication between the hubs, these updates provide for 
a universal directory of user profiles and a constantly 
changing body of information as to the status of all 
messages within the communications system 10. For large 
scale integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for access and update of user profile information and 
message tracking in that large distributed network 
directories must be built and accessed by the numerical 
addresses of the users of the communications system. 

As will be discussed herein, the interconnected 
network hubs within the communications system 10 also 
provide for a large amount of virtual storage that is 
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available to the messaging systems which are attached to 
the communications system 10. In this manner, large 
bulletin boards or other bodies of shared information can 
be stored on any of the network hubs and be 
instantaneously available to any messaging system 
connected to the communications system 10. For large 
scale integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for providing bulletin boards or other bodies of shared 
information services in that large distributed network 
directories must be built and maintained containing 
numerical address and access/delivery information for the 
requesting system utilizing DTMF signaling, numerical 
addressing and directory information and delivered in the 
native protocols of the user system. 



^i-wnrv Huh Architecture 

Figure 2 is a block diagram of the interrelationship 
of the various software modules used in the network hubs 
of the present invention. FIGURE 2 illustrates the 
various modules functioning within a particular network 
hub such as network hubs 12, 14 and 16 described with 
reference to FIGURE 1 previously. Referring to FIGURE 2, 
connection processors 52 and 54 interact with messaging 
systems connected to the particular network hub. For 
example, an analog connection processor 52 communicates 
with external messaging systems that use analog 
communication protocols such as an analog communication 
protocol utilized by a voice messaging system that uses 
DTMF signaling. Similarly, a digital connection processoi 
54 communicates with external messaging systems that use 
digital communication protocols. Although only 
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connection processors 52 and 54 are illustrated in 
FIGURE 2, it should be understood that there are a 
sufficient number of each of these connection processors 
for the number of messaging systems coupled to a 
particular network hub. Connection processors 52 and 54 
communicate with the remainder of the software system 
using, for example, the Transport Control 
Protocol/Internet Protocol (TCP/IP) through internal 
interface 56 shown in FIGURE 2. Internal interface 56 
serves as the main communication link between all of the 
modules within the software system operating within a 
particular network hub. Internal interface 56 is also 
coupled to a file server 59 that provides access to a 
message store facility 58 which may comprise, for 
example, a large scale digital storage media such as a 
hard disk drive. Message store 58 houses the messages 
received from and to be sent to messaging systems coupled 
to the network hub. When the media or format of a 
message must be converted, a media translator 69 is used. 
Media translator 69 performs media and other forms of 
translation on messages stored in message store 58. For 
large scale integrated network functionality, interfacing 
with voice messaging systems introduces a furt^ar 
complication for providing media and other translation 
services, in that translation parametrics must be 
accessed from distributed network directories utilizing 
numerical addressing methods and that communications 
protocols associated with voice messaging systems are not 
able to request or specify media translation services. 

A network processor 60 is also coupled to internal 
interface 56. Network processor 60 is also coupled to a 
external interface 62 which couples a particular network 
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hub to other network hubs and to the network center 37. 
Network processor 60 is responsible for collecting and 
distributing messages to other network hubs. In order to 
communicate with the other network hubs, the network 
processor 60 may use- for example, the simple message 
transport protocol (SMTP) and the MIME protocols. 

A management processor 64 is also coupled to both 
internal interface 56 and external interface 62. 
Management processor 64 communicates with the network 
center 37 and the particular network hub and operates to 
monitor and manage message traffic within the particular 
network hub. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for tracking of user 
messages and information, in that messages must be 
accessed and tracked by the numerical addresses of the 
users of the voice messaging system. 

A group of control processors 66 is coupled between 
the external interface 62 and a hub database 68, As will 
be described more completely with reference to FIGURE 3, 
the control processors include a message router 72, a 
connection manager 74, a data replicator 76 and an 
administrative event manager 78. In general, tne control 
processors 66 operate to control the operation of the 
network hub and to manage and manipulate the information 
stored in the hub database 68. The hub database 68 is 
also manipulated and coupled to the remainder of the 
communications system including the internal interface 56 
through an event processor 70. The event processor 70 
provides the real time control of the network hub 
components. Event processor 70 responds to directory 
service requests, identification confirmation requests, 
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analog, digital and network connection requests, message 
delivery events and administration event queues. For 
large scale integrated network functionality, interfacing 
with voice messaging systems introduces further 
complications for the operations of the control 
processors, such as message routing, and the operations 
of the event processor, such as directory service 
requests, in that large distributed network directories 
must be built and maintained containing numerical address 
of the users of the voice messaging system. 

Network hubs may be implemented using a variety of 
hardware platforms depending on the quantity of traffic 
to be serviced by a particular network hub. In general, 
the connection processors reside in personal computer 
platforms serviced by telecommunications peripheral 
cards. The control processors and database facilities 
may be implemented on a suitable workstation platform. 
All of these various discrete hardware platforms may 
communicate with one another using local area or wide 
area network systems. 

FIGURE 3 is a dataflow diagram which illustrates the 
routing and exchange of various types of data within the 
various soiuware modules that operate within a network 
hub. Many of the facilities described with reference to 
FIGURE 2 are shown in more detail in the dataflow diagram 
of FIGURE 3. For example, the control processors 66 are 
broken out into constituent components. FIGURE 3 
illustrates the message router 72, the connection manager 
74, the data replicator 76 and the administrative event 
manager 78. As shown in FIGURE 3, each of these control 
processors 66 interacts with the hub database 68 through 
database access procedures which may comprise, for 
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example, SQL/stored procedures. Essentially, the various 
software modules may interface with the control 
processors 66 through communications mechanisms that may 
comprise, for example, TCP/IP sockets or remote procedure 
calls. 

Event processor 70 interacts with network 
processor 60, analog connection processor 52, media 
translator 69, and digital connection processor 54 using 
a suitable hub control protocol. The hub control 
protocol may comprise a suitable interprocess 
communication mechanism that provides client-server, 
request- response communications. The hub control 
protocol may be based, for example, on remote procedure 
calls or TCP/IP sockets. The media translator 69 
accesses messages in message store 58 through file server 
59 to perform media and format conversions as discussed 
previously. 

Management processor 64 interacts with network 
processor 60, analog connection processor 52, digital 
connection processor 54 and event processor 70 using a 
suitable management protocol which may comprise, for 
example, SNMP proxy or SNMP sub-agent communications. 
Network processor 60, analog connection processor 52, and 
digital connection processor 54 interact with message 
store 58 through file server 59 through the storage and 
retrieval of messages that may utilize, for example, 
MIME. Finally, network processor 60, analog connection 
processor 52, digital connection processor 54, management 
processor 64 and data replicator 76 communicate with 
other network hubs, messaging systems, or the network 
center 37 using messaging protocols or directory 
protocols appropriate to the destinations connected to 
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these facilities. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for the network hub 
operations, in that large distributed network directories 
must be built and maintained containing numerical 
addresses of the users of the messaging systems. 

Network Hub Storage Facilities 

Each network hub comprises two data storage 
facilities described previously. Each network hub 
comprises a hub database 68 and a message store 58. As 
described previously, the message store 58 serves to 
store inbound and outbound messages and is accessed 
through a file server 59. The hub database 68 comprises 
a high performance database for the storage of accounting 
information, directory service requests, identification 
confirmations, routing information and queue services 
information. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for the network hub 
database in that large distributed network directories 
must be built and maintained containing numerical 
addresses of the users of the communications system- As 
will be discussed herein, the hub database 68 includes a 
variety of administrative queues including inbound and 
outbound message queues that do not contain actual 
messages but contain delivery information for the 
messages stored in message store 58. Software modules 
that are distributed in nature will access the message 
store 58 through file server 59 by use of a network file 
system or other suitable data transport protocols. 
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The hub database 68 comprises a high performance 
database. In order to provide flexibility to the 
operation of the network hub, access to the hub 
database 68 is provided by a query requestor. A query 
responder receives abstracted queries from the various 
software modules through the network remote procedure 
calls. These calls are translated and answered by the 
query responder. By using this architecture, the hub 
database 68 can be altered by simply changing the query 
responder . 

The analog connection processor 52, the digital 
connection processor 54 and the network processor 60 
access the messages stored in message store 58 using file 
server 59 as necessary. The messayes in message store 58 
are also accessed by the media translator 69 through file 
server 59. The media translator 69 performs the 
translations of messages from one media to another such 
as, for example, the translation of an electronic mail 
message into a voice message using a text to speech 
system. The operation of media translator 69 will be 
discussed more fully with reference to FIGURE 11. 

Analog o nnprtion Processor 

FIGURE 4 is a block diagram of the operation of the 
analog connection processor 52 discussed with reference 
to FIGURES 2 and 3 previously. According to one 
embodiment of the present invention, analog connection 
processor 52 is responsible for collecting and 
distributing various forms of messages from analog 
connected messaging systems using analog networking 
protocols such as analog AMIS. For large scale 
integrated network functionality, interfacing with 
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voice messaging systems introduces a further complication 
to the analog connection processor's functionality, in 
that the communications system must support standard 
telephone interfaces , and support numerical addressing 
and access/deliver information to the requesting system 
utilizing DTMF signaling, and further support the native 
protocols of the attached voice messaging system. The 
analog connection processor 52 runs on a hardware 
platform that may comprise, for example, a 486-ISA bus 
personal computer system running the Unix, Windows NT, or 
SOLARIS operating systems. This hardware platform may 
contain a plurality of voice, fax, and modem processing 
cards as well as other forms of interface cards to 
process other forms of analog data transport. The 
hardware platform may also contain a high performance 
network adaptor card such as an Ethernet adaptor for 
connecting to the remainder of the facilities within a 
particular network hub. The hardware platform for analog 
connection processor 52 also comprises disk drive storage 
for storage of operating system files such as the UNIX 
operating system plus sufficient temporary storage space 
to hold incoming and outgoing messages. 

Referring to FIGURE 4, the analog connection 
processor 52 is shown to comprise three internal modules. 
A message module 80 allows the analog connection 
processor 52 to communicate with the message store 58 
described previously through file server 59. An analog 
interface module 82 provides a communication link between 
the analog connection processor 52 and messaging systems 
using analog messaging protocols. A control module 84 
allows the analog connection processor 52 to communicate 
with the management processor 64 using a management 
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protocol. Control module 84 also communicates with event 
processor 70 as described previously using the hub 
control protocol. 

FIGURE 5 is a state diagram illustrating the 
operation of analog connection processor 52. Processing 
begins at a Boot state 86 which is automatically entered 
upon power-up of the analog connection processor 52 or 
upon either a hardware or a software reset condition. 
After the operating system and application software are 
successfully loaded in the analog connection 
processor 52, the analog connection processor 52 exits 
the Boot state 86 and passes to the event processor poll 
state 88. The event processor poll state is an idle 
state where the analog connection processor 52 waits for 
direction from the event processor 70 described 
previously as to which task the analog connection 
processor should perform. If while in the event 
processor poll state 88 the event processor 70 instructs 
the analog connection processor 52 to create a connection 
with a messaging system, the analog connection 
processor 52 leaves state 88 and passes to the make 
connection state 90 shown in FIGURE 5. In state 90, the 
analog connection processor 52 establishes a connection 
and confirms that the connection has been made. 

The event processor 70 may also direct the analog 
connection processor 52 while in the event processor poll 
state 88 to wait for inquiries from messaging systems. 
If this is the case, the analog connection processor 52 
passes to the wait for connection state 92 shown in 
FIGURE 5 where the analog connection processor 52 will 
remain until a predetermined amount of time has expired 
or a connection is made with a calling messaging system 
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or network facility. The event processor 70 can also 
cause the analog connection processor 52 to pass from the 
event processor poll state 88 to an idle state 94. The 
idle state 94 is used by the control processors 66 and 
event processor 70 to hold a communication port in 
reserve for outgoing calls or otherwise prevent new calls 
from being received by the analog connection 
processor 52. In general, a predetermined percentage of 
the communication ports available to the network hub are 
maintained in the idle state 54 to provide a pool from 
which outgoing connections are made in order to deliver 
messages or directory information. The analog connection 
processor 52 remains in the idle state 94 until a 
predetermined amount of time has expired and then the 
analog connection processor 52 returns to the event 
processor poll state 88* 

After a connection has been completed and 
authenticated in the make connection state 90 , the analog 
connection processor 52 passes to the protocol master 
state 96. The protocol master state 96 is the message 
sending state where messages or directory information are 
delivered to a messaging system. Once in the protocol 
master state 96, the analog connection processc 52 
continues to deliver all messages and directory 
information provided by the control processors 66 to the 
connected messaging system. At certain times during the 
connection, the analog connection processor 52 offers to 
pass to a protocol slave state 98, where it may receive 
messages, directory information, or other data from the 
messaging system. If no messages, directory information 
or data need to be received at that time, the analog 
connection processor 52 passes from the protocol master 
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state 96 to a close connection state 99 where the 
connection with messaging system is terminated. 
Processing then returns to the event processor poll state 
88. 

The protocol slave state 98 is the message receiving 
state for the analog connection processor 52. When in 
the protocol slave state 98, the analog connection 
processor 52 receives and validates messages, directory 
information and data transmissions from a messaging 
system. The analog connection processor 52 remains in 
the protocol slave state 98 until no more messages, 
directory information, or other data are provided by the 
messaging system. At that time, the analog connection 
processor 52 returns to the event processor poll state 88 
through the close connection state 99 described 
previously. 

n^t-»i connfr"™ 1 Prnreaaor 

The digital connection processor 54 operates 
similarly to the analog connection processor 52 
previously described. FIGURE 6 is a block diagram which 
illustrates the functional modules contained within 
digits connection processor 54. Digital connection 
processor 54 comprises a message module 100 which 
facilitates communication between the digital connection 
processor 54 and the message store 58 through file server 
59. Digital connection processor 54 also contains a 
digital interface module 102 which facilitates 
communication between digital connection processor 54 and 
messaging systems that utilize digital protocols such as 
digital AMIS, SMTP-MIME, cc: Mail and external service 
providers such as Internet and MCI MAIL. 
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Digital connection processor 54 further comprises a 
control module 104 that facilitates communication using 
hub control protocol with the event processor 70. The 
control module 104 also communicates with the management 
processor 64 using the management protocol. 

The digital connection processor 54 is responsible 
for collecting and distributing voice, fax, E-mail and 
other media messages from digitally-connected messaging 
systems using digital network protocols. According to 
one embodiment of the present invention, the digital 
connection processor 54 also provides and receives 
directory update services using digital directory 
protocols such as X.500 and other digital directory 
protocols. The digital connection processor 54 may be 
implemented on a personal computer platform which may 
comprise, for example, a 486-ISA bus personal computer or 
SPARC system running the Unix, Windows NT, or SOLARIS 
operating systems. The digital connection processor 54 
platform supports a variety of interface systems such as 
conventional modems for dial-in directory service and 
mail submission, and directory information queries and 
Ethernet connections to provide for wide area network 
Ethernet connections and local area network connection 50 
described previously with reference to FIGURE 2. Similar 
to the analog connection processor 52, the digital 
connection processor 54 also contains a disk drive 
facility for storage of an operating system such as the 
UNIX operating system plus sufficient storage to 
temporarily hold incoming and outgoing messages. 

In operation, the digital connection processor 54 
uses the identical states described with reference to 
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FIGURE 6 and the operation of the analog connection 
processor 52. 

Mftfrfiftff* format 

Both the analog connection processor 52 and the 
digital connection processor 54 are responsible for 
accepting and validating incoming messages. For 
large scale integrated network functionality, interfacing 
with voice messaging systems introduces a further 
complication to the internal message format in that the 
communications system must support standard telephone 
interfaces and support messages that are typically large, 
spanning several minutes of digitized analog audio 
signals. The delivery of these messages involve a 
translation or conversion of the message. For example, 
the message may need to be translated into a different 
media. Data transmissions that are received may need to 
be converted from one format to another. As will be 
discussed more completely with reference to FIGURE 11, 
these conversions and translations are performed by media 
translator 69. In part, these functions are accomplished 
by encapsulating all received message data with a 
standard message wrapper to form a message for transport 
and storage within the communications system 10. This 
wrapper may be based, for example, on MIME encapsulation 
protocol. Many messages received by the communications 
system 10 already include a message wrapper. These 
messages are also converted to the standard internal 
message format . This format tags and labels each message 
media within a message with the addressing information 
provided by the sender. Each message contains a date 
field which comprises the time the message was sent as 
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provided by the message submission protocol or, in the 
alternative, as provided by the communications system of 
the present invention. Each message also contains a 
"from" field where both the network identification of the 
message sender and the message sender's messaging system 
identifier are combined into an Internet style address. 
Each message also contains a "to" field where the network 
identification of the intended recipient and the 
messaging facility of the intended destination facility 
are combined into an Internet style address. Each 
message also receives a unique message identification 
field for use in administrative tracking of messages and 
other administrative concerns. 

Various delivery features which will be discussed 
herein, such as privacy and urgency are usually not 
identified in the message itself. Rather the presence of 
these requirements are sent to the control processors 66 
when a received message is placed in a message queue 
within the hub database 68. 

Network Processor Operation 

FIGURE 7 is a block diagram which illustrates the 
functional modules ujed by the network processor 60. The 
network processor 60 contains a control module 120 which 
allows the network processor module to communicate with 
the event processor 70, the management processor 60, and 
other network processors 122 shown in FIGURE 9. The 
network processor 60 also includes a message module 124 
which facilitates communication with the message store 58 
through file server 59. While the network processor 60 
can be a stand-alone hardware platform similar to the 
analog connection processor 52 and the digital connection 
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processor 54, under one embodiment of the present 
invention, the network processor 60 is implemented as a 
task on a central server that connects to the internal 
interface 56 and that contains the remaining storage 
facilities such as message store 58, file server 59, and 
hub database 68. The network processor 60 communicates 
with other resources in the network hub using three data 
paths. Control and query information exchanges between 
the network processor 60 and the event processor 70 are 
exchanged using the hub control protocol. Operational 
monitoring statistics and state information are exchanged 
with the management processor 64 using the management 
protocol. Messages are passed into and out of message 
store 58 using file server 59. 

The network processor 60 is responsible for 
collecting and delivering messages to other network hubs 
within the communications system 10. In operation, the 
network processor 60 uses the identical states described 
with reference to FIGURE 6 and the operation of the 
analog connection processor 52. For large scale 
integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for the network processor operation in that large 
distributed network directories must be built and 
maintained containing numerical addresses of the users of 
the communications system. 

firent Pr essor Operation 

FIGURE 8 is a block diagram which illustrates the 
functional components of the event processor 70. Event 
processor 70 comprises a hub control protocol server 126 
which receives remote procedure calls from one or more 
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analog connection processors 52, network processors 60 
and digital connection processors 54. Event processor 70 
also comprises a database query engine 128 which operates 
to interrogate and manipulate the hub database 68 to 
service remote procedure calls from one or more analog 
connection processors 52, network processors 60 and 
digital connection processors 54. The event processor 70 
also interfaces with the management processor 64 using 
the management protocol. The event processor 70 also 
interfaces with the media translator 69 to direct the 
conversion of messages accessed by the media 
translator 69 from the message store 58 using file server 
59. For large scale integrated network functionality, 
interfacing with voice messaging systems introduces 
further complications for the event processor operation 
in that large distributed network directories must be 
built and maintained containing numerical addresses of 
the users of the communications system. 

FIGURE 9 is a state diagram illustrating the 
operation of the event processor 70. Processing within 
event processor 70 begins in a boot state 130 which is 
entered upon power-up or reset of the communications 
system. When the appropriate applications, programs and 
operating systems are loaded, the operation of event 
processor 70 passes from boot state 130 to a get query 
state 132 where the event processor 70 remains waiting 
for remote procedure calls from analog connection 
processor 52, network processor 60 or digital connection 
processor 54, or management protocol queries from 
management processor 64. Upon receipt of such a query, 
the event processor 70 passes to a process query state 
134 where the database query engine 128 accesses the hub 
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database 68 using database access procedures. The 
response is received from the hub database 68 in process 
query state 134 and the event processor 70 passes to a 
send response state 136 where the appropriate response is 
forwarded to one of the processors 52, 54, 60, or 64 
described previously. The event processor 70 then 
returns to the get query state 132 where it remains until 
an additional request is forwarded to the event processor 



70. 



^nhroi p r m »P g * ftr Architecture 

As shown in FIGURE 10, each of the control 
processors 66 illustrated in FIGURE 3 shares a common 
architecture. The message router 72, the connection 
manager 74, the data replicator 76, and the 
administrative event manager 78 each control a collection 
of tasks responsible for the actions of the network hub. 
Overall control of the network hub is achieved through 
control of the hub database 68 and specifically the 
message queues and administrative event queues contained 
within the hub database 68. In this manner, control is 
achieved by prioritizing events stored in the message and 
administrative event queues and creating and manipulating 
entries in these queues to be read by the event processor 
70. The event processor 70 is the actual real time 
engine of the network hub. 

FIGURE 10 is a block diagram which illustrates the 
architecture of each of the control processors 66, the 
management processor 64 and the event processor 70, and 
the manner in which these entities interact with the 
various portions of the hub database 68. Each of the 
control processors comprises a hub controller module 138 
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and a database query engine 140. The hub controller 138 
administers the tasks to be stored in the hub database 68 
and communicates with the hub database 68 through the 
database query engine 140 using database access 
procedures . 

Message Router Operation 

The message router 72 comprises a hub controller 138 
and a database query engine 140. The message router 72 
interacts with an inbound message queue 142, an outbound 
message queue 146, and a message system database 147. In 
general, the message router 72 uses information from the 
message system database 147 to determine the next 
destination for each message passing through the network 
hub. As discussed previously, the message itself is 
actually stored in the message store 58 and is accessed 
using the file server 59. The inbound message queue 142 
and the outbound message queue 146 store message records 
which indicate the location of the message within message 
store 58 as well as the source and destination of each 
message. The message router 72 reads message records 
from inbound message queue 142 after they have been 
placed there by event processor 70. The message router 
then determines the next destination for the messages 
associated with the message record and creates a new 
message record and places that message in outbound 
message queue 146. 

The message router 72 is also responsible for 
prioritizing messages and, in the case of future 
delivery, delaying messages. In general, messages are 
ranked and delivered in order of priority. Efficient use 
of the communication system 10 of the present invention 
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requires the ability to shape the messaging traffic into 
a somewhat constant volume. This traffic shaping is 
achieved by having the message router 72 selectively 
delay messages as needed until the network is less 
loaded. To accomplish this, the message router 72 
attaches an internal priority for each message. The 
internal priority for the communications system is set by 
both the urgency specified by the submitted messages and 
how long it has been since the message was received for 
delivery. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces a further complication for the message router 
operation, in that large distributed network directories 
for the hub database 68 must be built and maintained 
containing numerical addresses of the users of the 
communications system. 

^nnprHon H anaaer Qneratipn 

The connection manager 74 also contains a hub 
controller 138 and a database query engine 140. The 
connection manager 74 reads the message records within 
outbound message queue 146 and determines the nature of 
the ejection that must be made to service each message 
record within outbound message queue 146. Connection 
queue records associated with these connections are 
formatted and placed in a connection queue 141 within hub 
database 168. The connection manager 74 also reads 
administrative event records from an outbound 
administrative event queue 143 and determines if 
connections within the network are required to service 
the administrative event records within outbound 
administrative event queue 143. If network connections 
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are required/ a record is similarly formatted and placed 
in connection queue 141. For large scale integrated 
network functionality, interfacing with voice messaging 
systems introduces further complications for the 
connection manager operation in that the message records 
within the inbound and outbound message queues, the 
administrative event records within the administrative 
event queue, and the connection queue records within the 
connection queue must be built, maintained, and accessed 
using the numerical addresses of the users of the 
communications system. 

The connection manager 74 controls the connections 
between each network hub, the network center 37, and each 
messaging system. The connection manager 74 creates 
connection queue records for each message and 
administrative event within the outbound message 
queue 146 and outbound administrative event queue 143 of 
the hub database 68. The connection manager 74 manages 
conventional connections and also determines when 
multiple connections are needed and when failed 
connections should be retried. The connection manager 74 
is triggered by any record within the outbound message 
queue 146 oi the outbound administrative event queue 143. 
The connection manager 74 may also alternatively engage 
in periodic scans of all the queues within the network 
hub to reprioritize the connection queue 141 based on the 
number of events and the priority of events waiting to 
occur . 

As discussed previously, the connection manager 74 
maintains the connection queue 141 which comprises a list 
of destinations for which a connection needs to be made. 
These connections may be scheduled for a particular time 
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or as necessary according to a priority based on the 
number of messages, the oldest message in a particular 
queue, or the last time the connection was made. The 
connection queue 141 is accessed by the event 
processor 70 to determine the next operation for a newly 
available communication port. The connection queue 141 
is periodically updated by the connection manager 74 with 
a connection priority indication. Each connection queue 
record is marked with an overall priority indication 
based on the highest priority message in the connection 
queue 141 and a count of the number of messages in the 
connection queue 141. 

These priority indications are Immediate, High, 
Normal, or Low. Immediate indicates that one or more 
events scheduled in the connection queue 141 for a given 
destination are overdue. High indicates that one or more 
events scheduled for a given destination have a high 
internal priority and that a connection to a destination 
should be made as soon as a connection becomes available. 
Once a connection is established and the High priority 
messages are sent, other messages may be sent if the load 
on the connection permits. The Normal priority indicates 
that no events scheduled with High priority are resident 
in the connection queue 141 and at least one Normal 
priority event is resident in the connection queue 141. 
The connection manager will open a connection if a 
connection is free and there are no pending High priority 
events in the connection queue 141. Once the connection 
is established and the Normal priority message has been 
sent, the Low priority events can be processed if load 
permits. The Low priority indication occurs when only 
scheduled events of Low priority are resident in the 
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connection queue 141. The, connection manager will open a 
connection is a connection is free and there are no 
remaining Normal, High, or Immediate priority connections 
required. The Low priority messages will escalate to a 
Normal priority if they remain in the connection 
queue 141 for a predetermined amount of time, for 
example, two hours. 

Efficient operation of the communications system 10 
relies on efficient queue management by the connection 
manager 74. Because a connection processor such as 
analog connection processor 52, digital connection 
processor 54 or network processor 60 can change roles on 
the same connection, the connections between network hubs 
are prioritized by the total volume of traffic to be 
exchanged. In addition, in the event that connections 
are scarce, interacting network hubs attempt to contact 
each other, increasing the likelihood that a successful 
connection will be made. In order to facilitate this 
interaction, a reservation methodology is implemented. 
When the connection manager 74 creates a connection 
record within connection queue 141, in addition to adding 
the delivery information record to the connection queue 
141, a similar entry is sent to the remote network hub 
that is connected to the destination messaging system. 
In this manner, both the local network hub and the remote 
network hub know that a connection must be made and 
contact attempts can be initiated by either network hub. 
Once a message connection is established, either through 
the normal processing of the message queues or by the 
attempts of the network hubs to contact each other, both 
network hubs can use the connection to deliver all 
messages to each other. 
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B rhnini a t-r a f^«» Kv«>nt Manager Operation 

The administrative event manager 78 handles 
administrative events in the same manner that the message 
router 72 handles message records. Administrative event 
manager 78 comprises a hub controller 138 and a database 
query engine 140. Administrative event manager 78 reads 
entries from the inbound administrative event queue 145 
which have been placed there by event processor 70. 
Administrative event manager 78 then determines if an 
administrative event message must be sent to another 
network hub within the communications system 10 or if a 
message must be sent to the network center 37. If an 
administrative event message must be sent to any of these 
locations, an entry is made in the outbound 
administrative event queue 143. For large scale 
integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for the administrative event manager operation in that 
the administrative event records within the 
administrative event queue must be built, maintained, and 
accessed using the numerical addresses of the users of 
the communications system. 

naf* Rgpljrnfnr "oration 

As discussed previously, the data replicator 76 is 
responsible for the queuing and transport of database 
change events. The data replicator 76 manages the user 
information updates for the hub database 68 and processes 
database change events when they are received from the 
master database stored in the network center 37 . The 
data replicator 76 insures that the message system 
database 147 and user profile database 149 within hub 
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database 68 remain synchronized with the master database 
in the network center 37. 

The data replicator 76 also comprises a hub 
controller 138 and a database query engine 140. The data 
replicator 76 operates to input new information into a 
user profile database 149 and the message system 
database 147. The data replicator 76 receives the 
updated information from the network center 37 and 
downloads the information to the user profile 
database 149 if the information involves new user profile 
information or downloads the information to the message 
system database 147 if the new information comprises 
configuration information for message systems attached to 
the communications system 10. The data replicator 76 
processes information which is transmitted to all network 
hubs for updates to the user profile database 149 and the 
message system database 147. In contrast, the 
administrative event manager 78 accepts updated 
information from the network center 37 which comprises 
information which is specific to the particular 
network hub. In addition, the administrative event 
manager 78 accepts requests for information from the 
network center 37 for information which is stored on 
messaging systems connected to the network hub housing 
the administrative event manager 78. 

Management Processor Operation 

Although the architecture of the management 
processor 64 will be discussed in detail in FIGURE 11, 
its interaction with hub database 68 is shown in 
FIGURE 10. The management processor 64 contains a 
control module 150 and a database query engine 140. The 
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management processor 64 interacts with an alarms 
database 131 within hub database 68. The alarms 
database 131 comprises a list of events that occur within 
the network hub processing and in some cases the time at 
which these events occurred. The list of events stored 
in the alarms database 131 can be used by systems within 
the network center 37 to track down errors in the 
processing of messages and to maintain control over when 
events occur or when events have occurred within the 
processing of messages within a particular hub. 

The management processor 64 also interacts with the 
inbound message queue 142, the outbound message 
queue 146, the connection queue 141, the outbound 
administrative event queue 143, ard the inbound 
administrative event queue 145 as necessary to monitor 
these queues. The management processor 64 is operable 
to reorder and delete entries in the queues discussed 
previously as necessary to repair errors and expedite 
messages. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for the management 
processor operation in that the accessing, updating, 
deleting, and reordering of the inbound and outbound 
message queues, the inbound and outbound administrative 
event queues, and hub alarm event tables must be 
performed using the numerical addresses of the users of 
the communications system. 

fi Vfn t Pro^rrrf^r operation 

As discussed previously with reference to FIGURE 8, 
the event processor 70 comprises an HCP server 126 and 
database query engine 128. The event processor 70 places 
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message records within inbound message queue 142 as they 
are received into the network hub. Similarly, the event 
processor 70 places administrative event records into the 
inbound administrative event queue 145 as they are 
received into the network hub. The event processor 70 
consumes the connection queue 141 as it makes connections 
to enable the passing of messages out of the particular 
network hub. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further complications for the event processor 
operation in that inputting message records into the 
inbound message queue and administrative event records in 
the inbound administrative event queue, and retrieving 
records from the connection queue must be performed using 
the numerical addresses of the users of the 
communications system. 

Management Processor Architecture 

FIGURE 11 is a block diagram which illustrates the 
functional components and interactions of the modules 
comprising the management processor 64. Management 
processor 64 comprises a control module 150 which 
interacts using the management protocol with the. analog 
connection processor 52, the digital connection 
processor 54, the event processor 70 and the network 
processor 60. The control module 150 also interacts with 
the hub database 68 and, specifically the alarms database 
131, using database access procedures. The management 
processor 64 acts as the chief liaison between the 
network hubs and the network center 37. Management 
processor 64 also receives Customer Service, HelpLine 
inquiries and directives from the network center 37 using 
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the management protocol. As will be discussed more 
completely herein, the communications system 10 has the 
capability of being able to continually track and manage 
messages within communications system 10. The HelpLine 
operation allows for nr 5 sages to be rerouted or 
terminated after they have been placed in communications 
system 10 and before they have been delivered. These 
directives are transmitted to the management processor 64 
using the management protocol from the network center 37. 

Mfflifl Translator 

FIGURE 12 is a block diagram which illustrates the 
functional components and interactions of the modules 
comprising the media translator 69. Referring to 
FIGURE 12, media translator 69 comprises a control 
module 133 and a translator bank 144. The control module 
133 interacts with the event processor 70 using the hub 
control protocol. The translator bank 144 receives 
messages from the message store 58 by making requests to 
file server 59. The translator bank 144 operates to 
convert the format of data and to translate the media of 
messages. The messages processed by translator bank 144 
are th.a returned to message store 58 using file server 
59. Translator bank 144 comprises a plurality of 
translators indicated as 144a-n in FIGURE 12. Each of 
the translators 144a-n within translator bank 144 
accomplish a stage of the conversion to be performed by 
translator bank 144. Each translation or conversion is 
done by first converting the message or data into a high 
quality internal format that contains sufficient data 
representation to insure that no data is lost during the 
conversion process. Translations of messages from one 
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media to another are performed while the message is 
represented in the internal format. In this manner, the 
translator bank 144 need only contain a minimum number of 
media to media translators. In summary/ the control 
module 133 can cause the translator bank 144 to use many 
different filters in sequence to accomplish any 
permutation of media-to-media translation, 
message-to-message transformation or data-to-data 
conversion. 

The communications system of the present invention 
offers a ubiquitous messaging service which provides for 
the delivery of messages to messaging systems of various 
technologies using their native protocols and allows a 
recipient to select, where practical, the preferred media 
for receiving messages. In order to offer this facility, 
the communications system of the present invention is 
able to communicate with messaging systems using various 
messaging protocols used by current messaging systems. 
For large scale integrated network functionality, 
interfacing with voice messaging systems introduces 
further complications for the communications system of 
the present invention, and especially the 
media transl'tor in that the user profile records must be 
accessed to perform media translation selection because 
the communications protocols associated with 
voice messaging systems are not able to indicate the 
necessity or to specify the nature of media translation 
services required. 

Each network hub also includes the ability to 
translate messages into various forms of message media. 
These media translation features include the ability to 
translate text to speech, facsimile images to text and 
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text images, text and text images to facsimile images, 
and speech to text. These media translation capabilities 
can also be combined for a single message. For example, 
to the extent that speech is required to be translated 
into a facsimile image, the data is first translated into 
text and then into a facsimile image of the text. 

As discussed previously, media translation may be 
accomplished according to the desires of the message 
recipient. In addition, media translation can occur 
automatically responsive to the needs of a destination 
messaging system. For example, if a destination 
messaging system comprises a simple voice message system 
with no data, facsimile or capability other than voice, 
all messages to such voice message system can be 
translated to voice messages regardless of the media in 
which the message was sent. In this particular example, 
the communications system of the present invention would 
translate all non-voice messages to a textual format and 
utilize a text to speech converter to create the final, 
deliverable voice message. 



ffoi-wnrk renter 

FIGURE 13 is a schematic block diagram of the 
components of the network center 37 used in the 
communications system of the present invention. The 
network center 37 communicates with the remainder of the 
communications system 10 through external interface 62 
which is connected to or a part of communications network 
18. The network center 37 further comprises an 
operations center management system 153 and an central 
access and control system 155 coupled to external 
interface 62. The central access and control system 155 
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is coupled to a HelpLine system 157, a customer service 
system 161, a billing system 159, a message tracking 
system 163, a customer computer interface system 167, a 
master database 151, and an interactive voice response 
system 169. 

As discussed previously, master database 151 
operates as a central repository for all user 
information, message system information, and message 
status information that is used by the network hubs to 
manage messages within communications system 10. 

The central access and control system 155 comprises 
the interface to the remainder of the communications 
system for the master database 151, the HelpLine system 
157, the billing system 159, the message tracking system 
163, the customer service system 161, the customer 
computer interface system 167 and the interactive 
voice response system 169. The customer service system 
161 supplies information as to additions and changes to 
the user databases and message system databases* 
Customer service system 161 can also serve as a gateway 
for questions requiring the use of the billing system 
159. The HelpLine system 157 provides access to the 
central access and cortrol system 155 for purposes of 
providing information to the message tracking system 163. 
In addition, the HelpLine system 157 can create trouble 
tickets identifying problems within the communications 
system 10 which are passed by the central access and 
control system 155 to the operations center management 
system 153. The trouble tickets are then investigated 
and corrected by the operations center management system 
153. 
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The customer computer interface system 167 is 
coupled to a plurality of user terminals indicated 
generally at 171. Similarly, the interactive 
voice response system 169 is coupled to a plurality of 
user touchtone compatible telephones indicated generally 
at 173 in FIGURE 13. The customer computer interface 
system 167 and the interactive voice response system 169 
provide gateways into the central access and control 
system 155 for users to directly interact with the 
central access and control system 155. Using the 
customer computer interface system 167, the users can 
digitally interface with central access and control 
system 155 to accomplish the same functions performed by 
HelpLine system 157, customer service system 161 and 
message tracking system 163. Similarly, users using 
touchtone telephones 173 can interact with the central 
access and control system 155 through interactive 
voice response system 169 to migrate through various 
choices presented to the users to accomplish the same 
functions accomplished by HelpLine system 157, customer 
service system 161, and message tracking system 163. 

For large scale integrated network functionality, 
interfacing with voice messaging systems introduces 
further complications for the network center 37. First, 
the accessing of records in the master database files 
must be performed using the numerical addresses of the 
users of the communications system. Secondly, the 
providing of an interactive voice response capability 
must be performed using standard telephone equipment 
using DTMF signaling, addressing must be numerical, voice 
must be the only media, identification confirmation must 
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be spoken, and directory access/inquiry must be performed 
using DTMF signaling. 

Figure 13 also illustrates that information provider 
databases 39 are also coupled to external interface 62 
either directly or through a bulk mailing list agent 171. 
The information provider databases 39 are accessed and 
updated by information providers 165 shown in FIGURE 13. 
As will be discussed more completely herein, the 
information providers 165 can supply information for the 
information provider databases 39 that can be accessed by 
users of the communications system 10. This information 
may comprise, for example, advertising messages or other 
information associated with products or services provided 
by the information providers 165. 

User Profiles and Address Translation Operation 

The communications system of the present invention 
contains a directory with which it offers a range of 
addressing and directory services* A copy of the 
directory is stored in each of the network hubs and 
includes the network identification of a number of 
addresses associated with each user. The directory 
further includes the routing information and feature 
parameters associated with each user as well as 
identification confirmations which may comprise, for 
example, name records for spelled and spoken name 
confirmation and graphic or video images of each user for 
visual recognition. 

Internally, the communications system of the present 
invention uses a globally unique number to route and 
deliver messages which will be referred to as the 
user ID. The communications system of the present 
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invention supports multiple numbers and 
non-numeric addresses for each identified network user. 
This facilitates support for a single user mailbox to be 
coupled to multiple phone numbers, facsimile numbers, 
voice mail system numbers, E-mail identifiers, external 
network addresses and the like. The external addresses 
associated with each of these facilities may comprise 
arbitrary character strings with arbitrary internal 
structure. Because of the directory system used by the 
communications system of the present invention, external 
addresses need not be globally unique. The internal 
directory specifies what type of messages are to be 
routed to each destination associated with a particular 
user. Using its internal directory, the communications 
system of the present invention transparently converts 
between any address type including propriatary voice mail 
system addressing, North American Numbering Plan 
identifications, international telephone numbers, X.400 
addressing, Internet addressing, and a wide variety of 
E-mail addressing schemes. 

In order to process messages to and from external 
messaging systems using closed subscriber communities or 
private numbering plans, the communications system of the 
present invention must be able to interface with systems 
that require four digit addresses, ten digit addresses 
and other formats for both the sender and recipient 
addresses. For purposes of describing the unique address 
translation and message routing capability of the 
communications system of the present invention, the term 
"address- is the media specific address used to describe 
a subscriber. As discussed previously, a "user ID" is 
the unique global internal identifier of a particular 
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user. A "community" is associated with a closed system 
or private numbering plan. All addresses must be unique 
within a community. "Scope" indicates the context in 
which the address should be used for the purpose of 
representing a particular user ID upon final delivery of 
a message. Scope enables the use of multiple addresses 
per user ID of the same address type. For example, an 
address with local scope is used when sending a message 
to the messaging system on which the address resides. 
Each user ID may have only one local scope address for 
each messaging facility. In comparison, an address 
identified as having global scope is used when 
interacting with other messaging systems. 

As discussed previously, the media of a message, 
messaging features, and message subject matter are also 
used for routing purposes. The media field in the 
address table is used to perform per-media message 
routing and filtering by indicating which address and 
message system is to be used for final delivery of the 
message. The feature field is used to perform per-feature 
routing and filtering, such as sending urgent messages to 
a call message delivery system rather than a conventional 
vo 4 ce mail facility. Messages can also be router* and 
filtered based on the subject matter of the message using 
the message subject matter field in the address table. 

FIGURE 14 is an example of a use of the address 
translation functions performed within the directory 
previously described. The sender in FIGURE 14 is named 
Arnie and Amie supplies his home messaging system which 
is known as CASJ01 with a message and the 
telephone number of his friend, Greg. Greg is a 
subscriber to the communications system of the present 
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invention and resides on a messaging system known as 
TXDL03 . Arnie supplies Greg's telephone number as 
214-555-2722 when Arnie records the message to Greg. The 
CASJ01 system supplies the message and Greg's telephone 
number to the communic?*-ions system of the present 
invention. The contacted network hub can identify the 
source messaging system by using either the source or 
destination network address such as the ANI or DNIS codes 
of the incoming call from the CASJ01 messaging system. 
As shown in Figure 14, the communications system of the 
present invention accesses the copy of the address 
translation stored in the inbound network hub coupled to 
messaging system CASJ01 using the destination address, 
message media, the source address, and the source 
messaging system to retrieve the source user ID equal 
to 3, the community identification equal to 0, the 
destination user ID equal to 1 and the destination 
message system identified as TXDL03. This information is 
transmitted with the message to the outbound network hub 
which is associated with the TXDL03 messaging system. 

The outbound network hub accesses its copy of the 
address translation table using the received information 
and re'-ieves Greg's destination address equal to 
214-555-2722 and the appropriate source address for Arnie 
equal to 408-555-4437. The outbound network hub used the 
entry for Arnie corresponding to a "global" scope because 
the destination messaging system TXDL03 was not the same 
as the source messaging system VMX-ONEL. The use of the 
scope field allows the communications system of the 
present invention to interconnect users on different 
messaging systems within the same organization using 
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short form addresses or users on different messaging 
systems using full length addresses. 

Just as Arnie has different Local and Global scope 
entries in the address translation table/ multiple table 
entries may also be used to route on the other variables 
discussed previously such as media, subject matter or 
messaging features like privacy or urgency. 

The user profile directory stored within the 
communications system of the present invention is updated 
using a variety of mechanisms. For example/ the customer 
service system 161 within the network center 37 is used 
to directly update the database. In addition, bulk 
changes in batch mode can be made to the master 
database 151 during the enlistment of large new groups of 
subscribers by downloading user profiles from new 
messaging systems. 

In addition, various message protocols include 
fields within the protocols for basic database 
information such as spoken and ASCII name information. 
When this information is provided as part of the message, 
it is retrieved from the message to update the user 
profile information within the master database 151 used 
by the coromur" cations system of the present invention. 
As shown in FIGURE 13, users and messaging system 
administrators can also directly affect the information 
in the master database 151 by using the interactive 
voice response system 169 or the customer computer 
interface system 167 operating in the network center 37. 
These systems allow users to alter the user profiles 
associated with their addresses and, as such, alter the 
routing and filtering of messages passing within the 
communications system of the present invention to them. 
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Some messaging systems are already 
network-compatible and are able to directly share 
database information with the communications system of 
the present invention. Access to the database stored 
within a messaging system is achieved through analog and 
digital connection processors 52 and 54 described 
previously. 

Compound Messaging 

Communications system 10 is operable to receive, 
transport, and deliver compound messages comprising 
information in more than one media. These messages can 
either be delivered as compound messages (if supported by 
the messaging system of the recipient), be disintegrated 
into their respective media parts and delivered to their 
various terminals for particular media type, or have one 
or more media parts converted into an alternative media 
for delivery as either a compound or disintegrated 
message . 

For example, a single message received by 
communications system 10 may comprise both a 
voice message and a facsimile transmission. The 
communications system 10 is operable to route the 
voice portion to a voice messaging system and the 
facsimile to a facsimile messaging system both of which 
are associated with the message recipient. The 
communications system 10 is also operable to translate 
messages received in one media to a media associated with 
the facilities of the message recipient if the message 
recipient does not have the appropriate facilities. For 
example, if a compound message is received by 
communications system 10 comprised of a voice message and 
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an electronic mail transmission but the message recipient 
only has a voice messaging facility and a facsimile 
messaging facility, communications system 10 will 
transmit the voice portion of the compound message to the 
message recipient's voice messaging facility and 
translate the electronic mail message to a facsimile 
image for delivery to the message recipient's facsimile 
messaging facility. For large scale integrated network 
functionality, interfacing with voice messaging systems 
introduces further compli cations for the processing of 
compound messages in that the accessing of the user 
profile records to perform compound message separation 
and delivery must be performed using the short, fixed 
length numerical addresses of the users of the 
communications system. Additionally, the receiving of 
the destination addresses for the received message must 
be performed with DTMF signaling and the native protocol 
of the user's messaging system. 

Messaging Features 

The communications system of the present invention 
supports the sophisticated messaging features currently 
in use by various mesr aging systems such as privacy, 
urgency, delivery confirmation, return receipt, deferred 
delivery and the like. The role of the communications 
system of the present invention as a translator between 
messaging systems of disparate protocols and capabilities 
results in a unique problem for the communications system 
of the present invention. A user of a messaging system 
that has a great many sophisticated features may desire 
to send a message to a recipient who is only accessible 
through a messaging protocol or messaging system that 
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does not support some or all of those features. The user 
sending his message using the communication system of the 
present invention is allowed to select whether or not 
failed support of that feature causes the message to be 
returned or to be delivered anyway. Accordingly, the 
communications system of the present invention implements 
the "if possible" feature to provide for flexibility in 
communication between messaging systems of disparate 
capability. For example, messages within the 
communications system 10 may be labeled as "private", 
"private if possible", or "non-private". Typically, 
"private" messages are interpreted by a destination 
messaging system as a message that cannot be forwarded 
and so, if "privacy" were not supported, the message 
would be returned to the sender with the appropriate 
error message. The "private if possible" designation on 
a message causes the communications system of the present 
invention to implement privacy if the destination 
messaging system supports that feature; if not, the 
message is delivered anyway. 

Similarly, the communications system of the present 
invention supports "urgency". Messages can be labeled on 
submission as High, Normal, or Low urgency which 
determines the maximum amount of time for delivery of the 
message to achieve the urgency requested by the sender. 
As with "privacy", messages can be labeled "urgent if 
possible", so if the destination messaging system 
supports urgency or a prioritization of messages, the 
message is sent as urgent; if not, the message is 

delivered anyway. 

The unique capability of the communications system 
of the present invention to access a variety of messaging 
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media allows for greater flexibility in the handling of 
urgent messages. For example, a user may select in his 
parameter list that when a message is received as urgent, 
the message is to be delivered to a selected messaging 
facility and, in addition, a phone call is to be placed 
to his pager or other telephone number, for example. 

The ability of the communications system of the 
present invention to hold a variety of access points for 
a particular user within a directory table allows for the 
splitting of messages as well. For example, an 
electronic mail message may also include a portion of 
voice data. If a recipient's electronic mail facility is 
unable to support voice (for example, the recipient is 
using a personal computer that does not have any sort of 
sound capability) , the communications system of the 
present invention can route the voice portion of the 
message to the voice mailbox of the recipient and the 
text portion of the message to the electronic mail 
facility of the recipient or, alternatively, the 
voice portion of the message could be translated to text 
using the media translation facility of the 
communications system of the present invention and 
delivered with the E-mail message. On the other hand, if 
the recipient only has a voice messaging system, the text 
portion of the E-mail could be translated into voice and 
delivered with the voice message. 

The communications system of the present invention 
also supports the messaging features of delivery 
confirmation and return receipt. For delivery 
confirmation, a message is sent to the message sender 
with confirmation of delivery of the message to the 
recipient's mailbox. For read receipt, a message is sent 
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to the message sender with the time the message was heard 
or accessed by the recipient. 

The communications system of the present invention 
also supports deferred delivery where a message is held 
for delivery at a later time. In this manner, the 
communications system of the present invention provides a 
reminder network for a reminder of important events, such 
as meetings, birthdays, etc. Due to the storage 
capabilities inherent in the communications system of the 
present invention, this feature can be supported without 
being supported by the recipient messaging system. For 
large scale integrated network functionality, interfacing 
with voice messaging systems introduces further 
complications for the providing of nessaging features, 
such as privacy, urgency, delivery confirmation, etc. In 
the context of interaction with voice messaging systems, 
these features must be created, maintained, and accessed 
in the user profile records using the short, fixed length 
numerical addresses of the users of the communications 
system. Additionally, the receiving of these messaging 
features must be performed with DTMF signaling and the 
native protocol of the user's messaging system. 

m« i i i na Lj st T)i ntribution 

The communications system of the present invention 
supports mailing list distribution of messages using two 
methods. The first method uses the facility of a local 
alias, such as a group code which references a number of 
addresses. According to this facility, when the sender 
of the message accesses the group code, the message is 
replicated and a separate message is sent to each address 
referenced by the group code from the sender. The second 



WO 96/0*710 



PCT/US95/11772 



67 



method of sending a message to a large number of 
recipients is through a mailing agent such as, for 
example, bulk mailing list agent 171 discussed with 
reference to FIGURE 13 previously and used in the case of 
mass distributions of information from the information 
providers databases 3^. According to this method, the 
sender sends the message to the mailing agent with the 
list of intended recipients. The mailing agent is an 
address that acts as an alias for the sender to send the 
message to the message recipients. 

The distinction between the two methods arises in 
the case of errors, returned messages, and message 
replies. When the alias feature is ured, errors, 
returned messages, and message replias are forwarded to 
the actual sender of the message. This is useful if it 
is essential for the sender to know the ultimate 
disposition of all of the messages sent. In contrast, 
the mailing agent is the recipient of all error messages 
or receipt notifications when the mailing agent is used 
as the sender. One embodiment of the present invention 
utilizes the bulk mailing list agent 171 to distribute 
advertising or other information to a large number of 
recipients. This feature may be used, for example to 
distribute content specific advertising to selected 
members of the user population based upon their user 
profile. In this particular embodiment, the sender of 
the message merely wants to know that the message was at 
least attempted to be sent to the entire class of 
intended recipients. In this application, the use of the 
bulk mailing list agent 171 is essential to the efficient 
distribution of these mass messages. For large scale 
integrated network functionality, interfacing with 
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voice messaging systems introduces further complications 
for the providing of mailing list distribution, such as 
group codes and bulk mailing lists in that these features 
must be created, maintained, and accessed in the user 
profile records using short, fixed length numerical 
addresses of the users of the communications system. 
Additionally, the receiving of these messaging features 
must be performed with DTMF signaling and the native 
protocol of the user system. 

HnrmflT A R""tina 

The distribution of messages to a large number of 
recipients is aided by the fact that the communications 
system of the present invention includes a message 
subject matter field with each message upon which the 
communications system can filter and route messages given 
the preferences of each user. The subject matter 
indication allows a sender of a message of the 
communications system of the present invention to 
designate the type of information within the message. 
Possible identifications include personal information, 
unsolicited advertising, commercial messages, or other 
such cesses of messages. Using this feature, 
advertising information can be further subdivided using a 
message content type field. When a user is enrolled into 
the communications system, he can specify the types of 
messages he wishes to receive that reflect the user's 
particular interests or hobbies and to what messaging 
system those messages are to be routed. As discussed 
previously, users can alter the parameters of their user 
profiles including this information stored in the master 
database 151 through interactive voice response system 
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169 or customer computer interface system 167 contained 

in the network center 37. 

The message subject matter information can also be 

used to route messages based on their content. For 

example, personal messages from a particular person might 
be routed directly to a special recipient facility 
whereas advertising material could be routed to a 
different facility. Further, messages of a certain 
content type or messages from certain senders amy be 
blocked based upon user preferences. 

Users of the communications system of the present 
invention may be encouraged to receive advertising 
messages by crediting an account associated with the user 
for each advertising message received and accessed. 
Accordingly, a single user may maintain several mailboxes 
or recipient facilities expressly for the purpose of 
categorizing and managing incoming messages. Messages 
passing through the communications system of the present 
invention can be routed on the basis of the message 
subject matter, message content type, and the source 
address. Any permutation of these three factors can be 
used to route the message to any of the recipient's 
various messaging systems. 

For example, a user can specify that advertising 
material from a particular source, even though it comes 
in the form of a facsimile transmission, should be 
translated and routed to a particular E-mail address 
which the user has dedicated to advertising material to 
prevent the advertising material from cluttering up the 
user's other messaging facilities. Further, a user may 
require that any electronic mail message of a personal 
nature from a particular sender is to be immediately 
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translated into a voice message and placed in a mailbox 
and, further, that a pager call is to be instituted to 
the user to alert him that the message is present in the 

voice mailbox. 

For large scale integrated network functionality, 
interfacing with voice messaging systems introduces 
further complications for the providing of message 
routing services in that the message subject matter field 
which is used for routing and filtering must be created, 
maintained, and accessed in the user profile records 
using the short, fixed length numerical addresses of the 
users of the communications system. Additionally, the 
routing and filtering of messages must be performed on 
messages that have been received with DTMF signaling and 
the native protocol of the user's messaging system. 

Moasaae T rarHno qn.fi «»vnft»fcion 

As described previously, the network hubs within the 
communications system of the present invention maintain 
constant contact with one another through the 
communication network 18 to constantly update both the 
master database 151 of user profile information and 
messaging tracking system 163 with administrative 
information regarding the status of each message that is 
present within the communications system 10. 

In this manner, the network center 37 holds a record 
of the presence and status of every message that is being 
routed within the communications system 10 before the 
message has been delivered. To perform this function, 
message tracking system 163 is accessed through HelpLine 
system 157, customer computer interface system 167 or 
interactive voice response system 169 to determine the 
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current location of a given message and if necessary, to 
cancel delivery and return it to the sender. 

Message Submission from and Delivery to Nonsubscribers 

The communications system of the present invention 
allows for the use of the communications system by 
nonsubscribers through public access facilities into the 
communications system 10. For example, a conventional 
telephone line may route nonsubscribers into interactive 
voice response system 169 or customer computer interface 
system 167 which collects information on the 
nonsubscribers such as their identification confirmation, 
the address for the message delivery features desired, 
and if necessary, billing information. Message 
submission from nonsubscribers can be billed on a 
per-message basis using 900 or 976 telephone numbers, 
credit cards, or on a collect basis to those subscribers 
who agree to pay the cost of a collect message. 

Message delivery to nonsubscribers is also 
supported. In this manner, whenever a subscriber or a 
nonsubscriber sends a message using communications system 
10 to a recipient who also a nonsubscriber to 
communications system 10, the message will be delivered 
to the recipient using whatever means are available to 
communications system 10 for the particular media type. 

For voice messages or messages of other media which 
must be converted to voice to be delivered, 
communications system 10 will repeatedly attempt to call 
the recipient to deliver the message. Once the 
connection is made to the destination telephone number, 
the called party may use interactive voice response 
system 169 or similar interactive voice response systems 
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within each network hub to facilitate delivery of the 
message. Secure messages are received by using a 
password to access the message. Interactive 
voice response system 169 asks the answering party to 
enter the appropriate password and will only deliver the 
message if the password is entered. Further options 
available to the answering party include redirecting the 
message to a messaging system or to another party in the 
case of misdelivery. Further, the answering party is 
also given the option to terminate delivery of the 
message if the intended recipient is not available and 
will not be available at any time. The sender of the 
message will then be notified using a message generated 
by the communications system that the message was 
undeliverable. Additionally, the answering party may 
also enter a time when the intended recipient of the 
message would like redelivery of the message. For large 
scale integrated network functionality, interfacing with 
voice messaging systems introduces further complications 
for the providing of interactive voice response services. 
For example, the providing of this service must be 
performed using standard telephone equipment using DTMF 
signaling, addressing must be numerical, voice must be 
the only media, identification confirmation must be 
spoken, and directory access/inquiry must be performed 
using DTMF signaling. 

mnntrr p>wwerv 

The master database 151 includes, as described 

previously, constantly updated status information on 

messaging traffic within communications system 10 which 

is constantly updated for each subscriber. In addition, 
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master database 151 contains configuration information 
for each messaging system coupled to communications 
system 10. In this manner, a large scale failure in a 
messaging system can be quickly restored by reconfiguring 
a new system using the configuration information within 
the master database 151. For example, if a disaster such 
as a fire were to strike a messaging system coupled to 
the communications system 10, a new messaging system 
could be loaded with all of the configuration data stored 
in the master database 151 to greatly speed the process 
of returning messaging capability to the subscribers. 

In addition, the large storage capability within the 
communications system of the present invention can be 
used to provide storage of all messages directed to the 
failed messaging system until the new system is in place. 
The stored messages then can be downloaded in batch mode 
to the newly configured replacement system when it is 
brought on-line. In this manner, the communications 
system 10 provides redundant security to all messaging 
systems connected to the communications system 10 and 
provides for intermediate storage of messages during 
disaster recovery. 

Secure Messaging Traffic 

The communications system of the present invention 
utilizes Internet Privacy-Enhanced Mail (PEM) technology 
and the master database 151 to implement a public key 
cryptographic system to support the scrambling of 
messages for secure communications. For example, a 
message sent to a mailbox regularly read by several 
people, such as one read by a secretary and a supervisor, 



WO 96*9710 



PCT/US95/11772 



74 



can be encrypted such that only one individual can decode 
the message using a secret key or double password. Other 
uses include private non-subscriber delivery whereby a 
message delivery can only be made to a specific 
non-subscriber if the person answering the call has the 
key to the encrypted message. 

While PEM is a public standard and can be 
implemented in other contexts, the key management 
infrastructure to make a public key cryptographic work is 
difficult without a centralized authority. The 
communications system of the present invention uses 
master database 151 to provide an immediate advantage 
over a peer-to-peer networking system. For large scale 
integrated network functionality, interfacing with 
voice messaging systems introduces a further complication 
for the providing of secure messaging services, in that 
the public key which is used for encrypting and 
decrypting must be created, maintained, and accessed in 
the user profile records using the short, fixed length 
numerical addresses of the users of the communications 
system. 

Identific ation Confirmation 

A key aspect of a socialization of users of a 
networked messaging facility is the ability to confirm 
the identification of a recipient of a message. In other 
words, people are much more willing to leave a message or 
transmit information to a person when they receive 
confirmation from the communications system that the 
communications system is aware of the identity of the 
intended recipient and can present the sender with some 
information that creates a sense of security that it is 
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the proper recipient. This information may be a still 
portrait or full motion video of the intended recipient 
in the video context, a rendition of the person's spoken 
or spelled name in the audio context , or a textual or 
graphic representation of the person's name either as 
text data or as an image of the person's signature. The 
user profiles contained in master database 151 and in 
each network hub include identification confirmations. 
It should be understood that the identification 
confirmations associated with the system of the present 
invention comprise more information than has been 
provided by prior directory based systems. For example, 
some prior systems have provided for directory 
confirmation as a user inputs the letters of an intended 
recipients name. These systems do not provide 
information other than the names from the directory and 
do not help to resolve the dilemmas presented by persons 
having the same name or directory entry. According to the 
teachings of the present invention, however, a subscriber 
who has the full capabilities of communications available 
to the subscriber may have data stored in the 
subscriber ' s user profile that includes the user's 
portrait or video of the subscriber. The same use^ may 
also have the ASCII spelling of the subscriber's name, a 
digitally encoded recording of the subscriber speaking 
his or her own name, and a graphic image of the 
subscriber's signature. In this manner , no matter the 
media of the sender, be it text, voice or video, the 
network can respond with information from the user's 
profile which will allow the sender to feel secure that 
the communications system is aware of the intended 
recipient and the appropriate recipient has been 
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identified. The user profiles contained on master 
database 151 are continuously updated to allow for 
changes to identification confirmations of each user. 

In addition, user profile information for 
non-subscribers is also accumulated by master database 
151 by requesting identification confirmations and 
addressing information when nonsubscribers send messages 
on communications system 10. For example, when a 
nonsubscriber sends a message for another nonsubscriber 
or for a subscriber using interactive voice response 
system 169, interactive voice response system 169 will 
ask the sender to also transmit their identification 
confirmations. These identification confirmations are 
stored with the address of the sender as a new entry in 
master database 151. Accordingly, this user profile 
information is then available to future senders of 
messages to this nonsubscriber. Likewise, when a message 
is received by a nonsubscriber, the nonsubscriber may be 
asked to provide identification confirmations and other 
information for delivery of messages in the future. 

For large scale integrated network functionality, 
interfacing with voice messaging systems introduces a 
further complication for the providing of identification 
confirmation services because this service is usually a 
spoken name and must be replayed to the user via standard 
telephone equipment. The spoken name is a large, 
digitized segment of audio that must be stored and 
replayed to message senders in real time as messages are 
sent. 
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Extended Absence Processing 

Many messaging systems allow for the extended 
absence notification to message senders. In essence, if 
a user will not be checking for messages due to being 
away from his office, place of business or home for an 
extended period, or for another reason, a notification 
can be provided to message senders to apprise them of 
that fact. This notification can be uploaded to the 
communications system and recorded in the user's profile 
in master database 151. Accordingly, instead of or in 
addition to identification confirmation being provided to 
a sender attempting to send a message to a recipient with 
an extended notification in place, the sender of the 
message will receive the extended absence notification. 
In this manner, before or after the message is sent, the 
sender of the message will be notified that the intended 
recipient of the message will not be checking messages 
for an extended period of time. The sender may then 
decide to send the message anyway or pursue other options 
to contact the intended recipient. For large scale 
integrated network functionality, interfacing with 
voice messacring systems introduces a further complication 
for the providing of extended absence services because 
this service is a spoken greeting and must be replayed to 
the user via standard telephone equipment. The 
extended absence greeting is a large, digitized segment 
of audio that must be stored and replayed to a sender in 
real time as messages are sent. 
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mrp^rv. M ^^ino. ™n pouting Services 

The communications system of the present invention 
can also provide messaging systems with directory 
addressing services. Messaging systems can connect to 
communications system 10 to utilize the directory and 
addressing information stored in the communications 
system 10 to determine how to deliver a message to 
another messaging system. For example, a messaging 
system attempting to deliver a message to another 
messaging system can contact communications system 10 to 
obtain all the necessary information required to deliver 
the message based upon whatever addressing information 
was originally entered by the sender of the message. 
Communications system 10 then performs the address 
translation function described previously to retrieve the 
information needed by the sending messaging system to 
enable it to make its own connection to the other 
messaging system to deliver the message. In this manner, 
messaging systems can access the entire database of user 
addressing information even if they do not use the 
communications system 10 to transport and deliver the 
message . 

^ -inner a mi fr-mimtina operations 

The billing system 159 within the network center 37 
interacts with the central access and control system 155 
which in turn stores and processes all of the billing 
events that occur on communications system 10 to create 
billing records associated with services performed by the 
communications system 10. An account is maintained for 
each user and the costs of services provided by 
communications system 10 are determined by each user's 
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class of service. Services for delivery of messages may 
be billed in a similar fashion to that of conventional 
telephone calls using V&H coordinates with time of day 
discounts , day of week discounts and other selectable 
pricing structures. 

Additional fees may be charged for other 
administrative services such as directory and address 
services, message tracking and revocation, media and 
protocol conversions, language translation, or the 
generation of message traffic reports to enable users of 
the communications system to monitor and account for 
message expenses. 

The message priority system used in the 
communications system of the present invention and 
discussed previously allows for the communications system 
to offer different quality of service levels. For 
example, while some users may require virtually 
instantaneous message delivery, many users are willing to 
settle for longer message delivery times in exchange for 
discounted pricing structures. The message priority 
system used by communications system 10 allows the 
communications system to guarantee maximum message 
delivery times for the various classes of service. 

As discussed previously, the communications 
system 10 provides an efficient gateway for information 
providers to provide services to advertisers to access a 
large number of customers. The communications system 
allows for mass distribution of information services or 
advertising materials to selected users who have 
expressed an interest in particular classes of 
information using their user profiles. In the case of 
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information services, users may be billed based upon the 
quantity and quality of information requested. 

As an incentive to get users to accept advertising 
material, the billing system 159 may credit the account 
associated with a user a small amount when the user 
accepts and reviews an advertising message. In addition, 
communications system 10 can interact with users after 
receipt of an advertising message through interactive 
voice response system 169, customer computer interface 
system 167, or directly through the external interface 62 
using a real time communication protocol to input orders 
for these advertised goods. These orders may be 
optionally billed to the user's account within the 
communications system 10. In such a case, the billing 
system 159 will add the charge to the user's account and 
will also charge the information provider or advertiser a 
fee for processing the order. 

Directory Services 

Communications system 10 can provide directory 
services to both message senders, subscribers and 
non-subscribers to allow them to locate a particular 
person to whom they might wish to send a message- As 
such, communications system 10 can guide a message sender 
through an automated directory access to the appropriate 
record in the database of directory information in order 
to locate the particular message recipient. A variety of 
systems may be presented to the user depending upon the 
particular messaging system and its interface with the 
message sender. For example, if the interface with the 
user is through a conventional analog line, directory 
access can be through interactive voice response 
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system 169 using DTMF signals from the user's touchtone 
phone. The interactive voice response system 169 can 
first ask the message sender for categories of known 
information about the message recipient; for example/ 
prompting the message sender to enter on the telephone 
whatever information is known about the message recipient 
such as the message recipient's: name, telephone number, 
city, company, the products and services offered, or 
other information. Each successive response by the 
message sender provides additional information which 
narrows the search through the master database 151 until 
finally the particular message recipient is identified. 
At such time, the identification confirmation for the 
identified message recipient is presented to the message 
sender to confirm proper message recipient has been 
identified. 

For more complex interfaces with message senders, 
the automated directory can be accessed using customer 
computer interface system 167. in this environment, the 
customer computer interface system 167 can present the 
message sender with an automated telephone directory in 
graphical form with entries based on geography, company 
names or the products and services offered by the message 
recipient. In this scenario, the location of the message 
recipient can result in the presentation of the 
identification confirmation for the identified recipient 
as well as information identifying the messaging 
facilities available for the identified recipient. In 
this manner, the message sender can select the media of 
delivery of the message, if supported, as determined by 
the user profile information of the message recipient. 
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For large scale integrated network functionality, 
interfacing with voice messaging systems introduces 
further complications for the providing of directory and 
addressing operations services in that the address which 
is used for delivery and routing must be created, 
maintained, and accessed in the user profile records. 
Additionally, textual search criteria must be entered 
using a ten-digit numeric keypad. Further, the providing 
of an interactive voice response capability must be 
performed using standard telephone equipment using 
DTMF signaling, addressing must be numerical, voxce or 
spoken, spelled text must be the only media, 
identification confirmation must be spoken, and directory 
access/inquiry must be performed using DTMF signaling. 

l ,f>Pfiaae T rn p«1«tion 

According to a further aspect of the present 
invention, the communications system 10 is operable to 
translate messages between different languages to 
accommodate messaging between users, both subscriber and 
non-subscriber. An entry in each user profile indicates 
the user's language of choice. This indication is used by 
the communications system to determine the language used 
by the user as a sender of a message and the preferred 
language for receipt of messages. The language of choxce 
indications of the sender and the recipient are used by 
the communications system to select the appropriate 
translator to use on the message. Regardless of the medxa 
of the incoming message, be it a compound message or 
otherwise, communications system 10 translates all parts 
of the message into a textual format to allow for the 
automated translation of the text message to take place. 
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The translated message may then be converted into the 
media supported by the messaging system of the message 
sender. 

Private Addrpssing p] nnn 

Many existing privaLe voice messaging systems allow 
access to voice mailboxes within the system using a 
variety of entry methods. Parties using the existing 
voice messaging system can use short form addresses or 
private addressing methodologies to access the voice 
mailboxes of other persons using the same voice messaging 
system. Routing and delivering messages from the general 
public via a connection to a network such as the 
communications system 10 of the present invention is not 
a problem because the public address of these voice 
mailboxes is ordinarily a unique number, such as an 
international or ten digit telephone number. However, 
the private numbering plans and private addressing 
methodologies are problematic if independent private 
voice messaging systems are to be networked using shared 
facilities because different parties on different private 
messaging systems could conceivably have the same private 
mailbox number. In this sense, private numbering srv em es 
create problems because the private numbers are not 
globally unique numbers. The system of the present 
invention allows the networking of multiple systems that 
use private addressing plans by implementing a community 
addressing scheme and by treating a single actual 
messaging system that needs both public and private 
messaging services as two virtual messaging systems, a 
public messaging system and a private messaging system. 
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FIGURE 15 is a block diagram which illustrates the 
implementation of the present invention that provides for 
networking of messaging systems using private addressing 
plans through the implementation of community addressing. 
Referring to FIGURE 15, hub 200 is connected to the 
communication cloud 18 described with reference to FIGURE 
1 previously. Hub 200 is constructed identically as hubs 
12, 14 and 16 described previously. Hub 200 is connected 
to messaging systems 202, 204, 206, and 208. Messaging 
system 208 is a conventional messaging system which 
desires only public messaging traffic. As such, 
messaging system 208 accesses hub 200 through a single 
port 210. Messaging systems 202, 204 and 206 need both 
public and private messaging services. For example, 
messaging systems 202, 204 and 206 could comprise three 
different messaging systems all owned by the same 
company. This company may desire to allow employees of 
the company to send messages to one another using short 
form addressing or some other private addressing plan. 
These short form addresses may comprise globally non- 
unique numberes and, as such, may conflict with other 
short form addresses of other parties using the 
commun: ations system 10 of the present invention. As 
such, the hub 200 must have a way of identifying whether 
or not private or public addressing is desired by a 
particular messaging system. This is accomplished by 
providing two ports into the hub 200 for the messaging 
systems 202, 204 and 206. For example, messaging system 
202 accesses hub 200 through a public port 212 and a 
private port 214. From the perspective of the hub 200, 
messaging system 202 comprises two virtual messaging 
systems 202a and 202b. Messaging system 202a belongs to 
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the public community and is allowed to message with other 
public traffic. In comparison, virtual messaging system 
202b is a member of a private community and is only 
allowed to message with other members of that private 
community. 

Similarly, messaging system 204 accesses hub 200 
through a public port 216 and a private port 218. As 
such, messaging system 204 appears as a public virtual 
messaging system 204a and a private virtual messaging 
system 204b. 

Finally, messaging system 206 accesses hub 200 
through a public port 220 and a private port 222. As 
such, message system 206 appears to hub 200 as a public 
virtual messaging system 206a and a private virtual 
messaging system 206b. 

Messaging systems 202/ 204 and 206 are programmed to 
call a different number associated with hub 200 depending 
upon whether or not the message to be transferred to the 
communications system 10 is a message intended for 
another member of a private community or a message 
intended for a recipient outside of the private community 
associated with systems 202, 204 and 206 • The two 
different numbers associated with hub 200 correspond to 
the public and private ports described previously. 
Although FIGURE 15 shows each of systems 202, 204 and 206 
having two different access ports, it should be 
understood that the telephone numbers to be dialed and, 
as such, the access ports into hub 200 can be shared by 
many external messaging systems. The only requirement is 
that each messaging system contact a different number for 
private and public message traffic. For example, virtual 
messaging system 202a, 204a and 206a could all use public 



WO 96/09710 



PCT/OS9S/11T72 



86 



access port 212. In addition, virtual messaging system 
202b, 204b and 206b could all use private access port 
214. This is true because the hub 200 can use the call 
line identification information associated with the call 
into hub 200 to identify which messaging system is 
contacting the particular port 212 or 214. Even if 
messaging systems 202, 204 and 206 were all connected to 
access ports 212 and 214, the hub 200 could use the call 
line identification information and the information as to 
which of the ports 212 or 214 was being accessed to 
identify a single virtual messaging system associated 

with the call. 

FIGURE 16 is a representation of a translation table 
that may be used by a hub such as hub 200 to route 
messages in public and private messaging contexts. 
FIGURE 16 shows eight table entries associated with three 
different users of communications system 10 and 
particularly hub 200. The three users are Araie, Jane 
and Frank. Amie is a public user of messaging system 
208 shown in FIGURE 15. He is not a member of any 
private messaging community. As such, the community 
variable is set to zero in the two table entries 
associated with Arnie which indicates a member of the 
public community. Arnie's user i.d. is "3" and his local 
mailbox address is -4437", whereas his global mailbox 
address is "408-555-4437". 

Jane is a user of messaging system 202 which resides 
in Dallas, Texas. Messaging system 202 as discussed 
previously is divided into a public messaging system 202a 
which is denoted in FIGURE 16 as "PbDalTx". In addition, 
messaging system 202 comprises a private messaging system 
202b which is designated in FIGURE 16 as "PrDalTx". Jane 
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has a user i.d. of "6" and is a member of both the public 
community through the PbDalTx virtual messaging system 
and a private community through the PrDalTx virtual 
messaging system. The two entries for Jane associated 
with the PrDalTx virtual messaging system include a 
community designation of "101" which designates Jane as a 
member of the 101 private community. To illustrate the 
potential problems associated with non-unique mailbox 
identifications, Jane also has a short form mailbox 
identifier of "4437". Jane's global mailbox identifiers 
are "374437" for the private messaging network and "214- 
555-4437" for the global identifier for the public 
messaging network. 

The last user illustrated is Frank who has a user 
i.d. of "8" and uses messaging system 204. Frank is only 
a member of the private virtual messaging system 204b 
which is designated as virtual messaging system 
"PrAusTx". Frank 1 s global mailbox address for community 
101 is "274437". Frank's local mailbox address on 
PrAusTx is also "4437", the same as Jane's and Arnie's. 
As will be seen in the example in FIGURE 17 r because of 
the use of virtual messaging systems and community 
identifiers, the fact thit all three participants have 
the same local mailbox number does not create any 
problems . 

FIGURES 17a through 17e show how hub 200 uses the 
information from the virtual information systems as well 
as the translation table shown in FIGURE 16 to receive a 
message, deliver a message and to include with the 
delivered message the appropriate sender addressing 
required by the messaging protocol. In the example in 
FIGURE 17, a message will be sent from Jane to Frank. As 
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discussed previously, Jane and Frank are both employees 
of the same company and, as such, are accustomed to usxng 
six digit identifications in order to message with the 
company. Because of this, when Jane sends her message to 
Frank, she inputs a recipient address of "274437". Jane 
utilizes messaging system 202 which will contact hub 200 
through private access port 214. Messaging system 202 is 
programmed to route messaging traffic to the private 
access port 214 when the messaging traffic is within the 

private community. 

Referring to FIGURE 17a, the hub 200 uses the ANI 
and DNIS call line identification information to identify 
the source voice messaging system i.d. and the community, 
in the example shown in FIGURE 17a, the source voice 
messaging system i.d. is PrDalTx and the community 
identifier is 101. The hub 200 was abl3 to obtain this 
information by noting the telephone number of the call 
being placed and the fact that the call was placed to 

access port 214. 

Referring now to FIGURE 17b, the hub 200 uses the 
sender mailbox number, namely Jane's mailbox number of 
4437, and the source voice message system i.d. found 
previously, and determines the sender user i.d. Here, 
the hub 200 accesses the translation table shown in 
FIGURE 16 and particularly the fourth column of the 
access of the translation table which is the first column 
associated with Jane to find Jane's sender user i.d., 

which is "6". . . t 

In FIGURE 17c, the hub 200 uses the recipient 
address input by Jane and the community identification 
calculated earlier to find the recipient user id. and 
the destination virtual messaging system i.d. Here, 
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hub 200 accesses the last column in FIGURE 16 to identify 
the destination virtual messaging system as PrAusTx and 
the recipient user i.d. as "8". 

Referring to FIGURE 17d, the hub 200 uses the sender 
user i.d. and the community to identify the appropriate 
sender address to include with the message when it is 
delivered to messaging system 204. Here, the hub 200 
accesses the fifth column of FIGURE 16, which is the 
second column associated with Jane, to locate the sender 
address of "374437". The hub 200 uses the column 
associated with Jane which includes a "global" scope for 
return addresses. 

Referring to FIGURE 17e, the hub 200 utilizes the 
recipient user i.d. and the destination virtual messaging 
system identification to access the recipient mailbox 
identifier. In this case, the hub 200 uses the first 
column associated with Frank to retrieve the recipient 
mailbox identification of "4437". The hub 200 uses the 
column associated with Frank which includes a "local" 
scope to retrieve the appropriate mailbox identifier for 
messaging traffic being sent to Frank. 

Accordingly, the virtual messaging system 
identification, user identif ication, scope, and community 
variables are all used to allow for private addressing 
plans to be implemented in a network communications 
system that includes a wide variety of messaging systems 
and messaging traffic. The members of the company 
associated with messaging systems 202, 204 and 206 can 
utilize their private addressing schemes and through the 
appropriate structure of the address translation tables, 
messaging traffic will be routed in a virtual private 
network. 
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FIGURE 18 illustrates an example of a message being 
sent from Arnie to a new user, David, through the 
Internet. The access to the Internet is no different 
than access to any other virtual messaging system where 
the Internet comprises a single virtual messaging system 
identification. As shown in FIGURE 18, the sender 
mailbox identifier is found in the second column 
associated with Arnie in FIGURE 16. The recipient 
address input by Arnie is 214-555-1234. Arnie 's source 
virtual messaging system identifier is "CASJ01". The 
translation tables are used to find that public 
addressing to David is to be routed to the destination 
virtual messaging system of the Internet. The community 
identifier is zero because the messaging traffic is 
public. David's recipient user i.d. is "9". The 
recipient mailbox is then retrieved from David's 
translation table entry and comprises 
•Davidedestination.comm." Arnie's return address is 
altered slightly to comply with Internet addressing by 
concatenating an Internet-style address to the end of the 
sender mailbox identification. This results in a return 
address of "4085554437@SourceSys.net." An appropriate 
domain within the Internet is reserved for messaging 
traffic. 

Accordingly, by defining the Internet as a single 
virtual messaging system within the community and private 
addressing schemes, messaging traffic can also be routed 
through the Internet using the same address translation 
tables. 
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Summary 

Accordingly, a communications system is provided 
that allows for the addressing, transport, and management 
of multi-media messages between various messaging 
facilities with disparate capabilities, media and 
protocols. The network provides the capability to route 
messages to users of the network facilities based on any 
address that is known to a sender. Further, the 
communications system of the present invention provides 
translation services such that messages in one media can 
be delivered to a recipient in another media. The 
provision of a universal constantly-updated user-profile 
database containing information about each user provides 
the ability to support many user specific capabilities to 
be invoked for various users at various times including 
messaging system choice; messaging features desired; 
preferred protocol, media, and language; service 
messaging; information services protocol desired; 
advertising content screening; and identification 
confirmation. Non-subscriber sending and receiving of 
messages is also supported. Operational capabilities 
include disaster recover, billing, secure messaging, 
bulletin boards, message tracking and revocation, ps well 
as the creation of virtual private networks by allowing 
separate messaging systems to be interconnected through 
network hub systems. The messaging systems are 
programmed to contact different access ports within the 
network hubs to allow the network hubs to determine 
whether or not private or public messaging traffic is 
being sent. Address translation tables are then used by 
the hubs to route the messaging traffic appropriately 
through either public or private communities and to 
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provide the expected return address information to the 
destination messaging system. 

Although the present invention has been described in 
detail, it should be understood that various changes, 
alterations, and modifications may be made to the systems 
and methods described herein without departing from the 
spirit and scope of the present invention which is solely 
defined by the appended claims. 
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WHAT IS CLAIMED IS: 

1. A communications system, comprising: 

a network system operable to be connected to 
external voice messaging systems; 

interface systems resident in the network 
system and operable to be coupled to the external voice 
messaging systems, the network system operable to receive 
communications traffic through the interface systems from 
the external voice messaging systems, at least two of the 
external voice messaging systems communicating with the 
network system using disparate communications protocols; 
and 

database storage resident within the network 
systems operable to store user profile information 
associated with users of at least two of the external 
voice messaging systems, the user profile information 
comprising routing information for at least some of the 
users of the system specifying the routing of messages 
according to the contents of the messages and the 
messaging facilities available to the users. 

2. The system of Claim 1 and further comprising: 

a network center coupled to the network system through an 
internal data communication path, the network center 
containing network support systems for the 
administration, tracking and operation of the 
communications system. 
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3. The system of Claim 2 where the network center 
comprises a message tracking system operable to store 
status information associated with messages being 
processed by the system, the message tracking system 
operable to report the status of messages being processed 
by the system and further operable to stop the delivery 
of messages at the request of the sender of the message. 

4. The system of Claim 2 where the network center 
comprises an central access and control system operable 
to manage the interaction of the systems within the 
network center. 

5. The system of Claim 4 where the network center 
comprises an interface system operable to allow users to 
access the central access and control system to interact 
with the system. 

6. The system of Claim 5 where the interface 
system comprises a customer computer interface system 
operable to allow a particular user operating a computer 
terminal in communication with the customer computer 
interface system to alter user profile information within 
the directory information associated with the particular 



user. 



7. The system of Claim 4 where the network center 
comprises an interactive voice response system operable 
to allow users to access the central access and control 
system to interact with the system using a telephone to 
alter user profile information within the directory 
information associated with the particular user. 
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8. The system of Claim 2 where the network center 
comprises : 

a message tracking system operable to store status 
information associated with messages being processed by 
the system, the message tracking system operable to 
report the status of messages being processed by the 
system and further operable to stop the delivery of 
messages at the request of the sender of the message; 

a central access and control system operable to 
manage the interaction of the systems within the network 
center and the interaction of the network operations 
system with the network hub systems; and 

a customer computer interface system operable to 
allow users operating computer terminals to access the 
central access and control system to interact with the 
system, the customer computer interface system operable 
to allow a particular user operating a computer terminal 
in communication with the customer computer interface 
system to receive reports on the status of messages being 
processed by the system and to stop the delivery of 
messages sent by the particular user and not yet 
delivered by the system. 

9* The system of Claim 2 where the network center 
comprises: 

a message tracking system operable to store status 
information associated with messages being processed by 
the system, the message tracking system operable to 
report the status of messages being processed by the 
system and further operable to stop the delivery of 
messages at the request of the sender of the message; 
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a central access and control system operable to 
manage the interaction of the systems within the network 
center and the interaction of the network center with the 
network system; and 

an interactive voice response system operable to 
allow users to access the central access and control 
system to interact with the system using telephones, 
the interactive voice response system operable to allow a 
particular user using a telephone in communication with 
the interactive voice response system to receive reports 
on the status of messages being processed by the system 
and to stop the delivery of messages sent by the 
particular user and not yet delivered by the system. 

10. The system of Claim 2 where the network center 
comprises: 

a billing system operable to store and accumulate 
accounts associated with users of the system and to 
report the status of the accounts; 

an central access and control system operable to 
manage the interaction of the systems within the network 
center and the interaction of the network operations 
system with the network hub systems; and 

an interactive voice response system operable to 
allow users to access the billing system through the 
central access and control system to interact with the 
billing system using telephones, the interactive voice 
response system operable to allow a particular user using 
a telephone in communication with the interactive voice 
response system to receive reports on the status of the 
account associated with the particular user. 
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11. The system of Claim 2 where the network center 
comprises : 

a billing system operable to store and accumulate 
accounts associated with users of the system and to 
5 report the status of the accounts; 

an central access and control system operable to 
manage the interaction of the systems within the network 
center and the interaction of the network center with the 
network system; and 

10 a customer computer interface system operable to 

allow users operating computer terminals to access the 
central access and control system to interact with the 
system, the customer computer interface system operable 
to allow a particular user operating a computer terminal 

15 in communication with the customer computer interface 

system to receive reports on the status of the account 
associated with the particular user. 

12. The system of Claim 1 where the network system 
20 comprises a plurality of network hubs interconnected by 

internal data communications paths and where each of the 
external voice messaging systems is coupled to one of the 
network hubs. 

25 13. The system of Claim 12 where each of the 

network hubs comprises an analog connection processor 
operable to connect the system to external messaging 
systems which utilize analog communications protocols. 



30 
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14. The system of Claim 12 where each of the 
network hubs comprises a digital connection processor 
operable to connect the system to external messaging 
systems which utilize digital coramuni cat ions protocols. 

15. The system of Claim 12 where each of the 
network hubs comprises a network processor operable to 
communicate to other network hubs through the internal 
data communication paths and where the network processor 
is operable to receive updated information regarding 
users of the system and updated information regarding 
status of messages being processed by the system and is 
operable to update a database within the network hub 
system to reflect the updated information received from 
other network hub systems. 

16. The system of Claim 12 where each network hub 
comprises a message storage facility operable to store 
incoming messages received from external messaging 
facilities and to store outgoing messages received from 
other external messaging facilities or other network hub 
systems. 

17. The system of Claim 12 where each network hub 
comprises: 

a message system database operable to store routing 
information used to route messages through the system; 

an inbound message queue operable to store message 
records associated with messages received by a particular 
network hub; 

an outbound message queue operable to store message 
records associated with messages to be transmitted from a 
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particular network hub to another network hub or to an 
external messaging system; and 

a message router operable to access the message 
system database and the inbound message queue in order to 
construct the message records placed in the outbound 
message queue. 

18. The system of Claim 12 where each network hub 
system comprises: 

an outbound message queue operable to store message 
records associated with messages to be transmitted from a 
particular network hub to another network hub or to an 
external messaging system; and 

a connection manager operable to read the message 
records in the outbound message queue, to determine the 
connections required to service the outbound message 
queue message records, and to construct a connection 
queue comprising connection records ordering the required 
connections according to the priority of the messages 
associated with the connections. 

19. The system of Claim 12 where each network hub 
furthar comprises an event processor operable to re^d the 
connection from the connection queues and to create the 
connections specified by the connection records. 
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20. The system of Claim 12 where the system further 
comprises a network center coupled to the network system 
through an internal data communication path, the network 
center containing network support systems for the 
administration, tracking and operation of the 
communications system and wherein each network hub 
comprises : 

a message system database operable to store routing 
information used to route messages through the system; 

an inbound administrative message queue operable to 
store message records associated with administrative 
messages received by a particular hub from another hub, 
from the network center system, or from an external 

messaging. system; 

an outbound administrative message queue operable to 
store message records associated with administrative 
messages to be transmitted from a particular hub to 
another hub, to the network center, or to an external 
messaging system; and 

an administrative event manager operable to access 
the message system database and the inbound 
administrative message queue in order to construct the 
message : ^cords placed in the outbound administrative 
message queue. 
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21. The system of Claim 20 where each network hub 
further comprises a connection manager operable to read 
the message records in the outbound administrative 
message queue, to determine the connections required to 
service the outbound administrative message queue message 
records, and to construct a connection queue comprising 
connection records ordering the required connections 
according to the priority of the administrative messages 
associated with the connections. 

22. The system of Claim 20 where the network center 
comprises a master database comprising directory 
information for users of the system and where each 
network hub comprises: 

a data replicator operable to communicate with the 
master database and to receive database changes in order 
to update databases of user directory information and 
message system information stored within the network hub. 

23. The system of Claim 20 where each network hub 
comprises a management processor operable to allow the 
network hub to interact with the network center and to 
process request ; from the network center for status 
information and for information associated with external 
messaging systems connected to the network hub. 

24 ♦ The system of Claim 23 where each network hub 
comprises an alarms database comprising a list of records 
specifying past events in the operation of the network 
hub and where the management processor is operable to 
manage the alarms database. 
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25. The system of Claim 12 where each network hub 
comprises a media translator comprising a plurality of 
transformation and translation modules, the media 
translator operable to sequentially use selected ones of 
the transformation and translation modules to selectively 
change messages processed by the network hub. 

26. The system of Claim 25 where the media 
translator is operable to selectively translate the media 
of a message, transform the protocol of a message and 
translate the language of a message. 

27. The system of Claim 1 where the system is 
operable to receive messages that are encrypted and 
deliver the messages in encrypted form to provide secure 
message delivery. 
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28. A communications system, comprising: 

a network system operable to be connected to external 
messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging systems and the 
communications system; and 

information provider databases coupled to the 
network system and operable to store advertising messages 
for distribution to selected users of the communications 
system based on information within user profiles of the 
selected users stored in the database storage and 
information associated with information services 
available to users of the communications system. 

29. The system of Claim 28 and further comprising a 
network center coupled to the network system through an 
internal data communicr tion path, the network center 
containing network support systems for the 
administration, tracking and operation of the 
communications system. 

30. The system of Claim 29 wherein the network 
center further comprises: 

a central access and control system operable to manage 
the interaction of the systems within the network center 
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and the interaction of the network operations system with 
the network hubs; and 

an interface system operable to allow users to 
access the central access and control system to interact 
with the system, the interface system operable to allow a 
particular user in communication with the interface 
system to alter user profile information associated with 
the particular user to select types of advertising 
messages to be received by the particular user. 

31. The system of Claim 30 where the interface 
system comprises a customer computer interface system 
operable to allow users operating computer terminals to 
access the central access and control system to interact 
with the system. 

32. The system of Claim 30 where the interface 
system comprises an interactive voice response system 
operable to allow users to access the central access and 
control system using telephones. 

33. The system of Claim 29 where the network center 
further comprises: 

a central access and control system operable to 
manage the interaction of the systems within the network 
center and the interaction of the network operations 
system with the network hubs; and 

an interface system operable to allow users to 
access the central access and control system to interact 
with the system, the interface system operable to allow a 
particular user in communication with the interface 
system to alter user profile information associated with 
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the particular user to select types of information 
services to be utilized by the particular user. 

34. The system of Claim 33 where the interface 
system comprises a customer computer interface system 
operable to allow users operating computer terminals to 
access the central access and control system to interact 
with the system. 

35. The system of Claim 33 where the interface 
system comprises an interactive voice response system 
operable to allow users to access the central access and 
control system using telephones. 

36. The system of Claim 28 wherein the network 
system comprises a plurality of network hubs 
interconnected by internal data communications paths and 
where each of the external messaging systems is coupled 
to one of the network hubs. 
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37. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system including media translation 
preference information; and 

a media translation system resicent in the network 
system and operable to receive data associated with a 
message in a first media, access the media translation 
information, and translate the data such that the message 
may be delivered in a second media. 

38. The system of Claim 37 where each one of at 
least some of the users of the communications system have 
media translation information stored in user profiles 
within the database storage and wherein the media 
translation system is operable to access the media 
translation information associated with a destination 
user such that messages are translated into the second 
media according to the preferences of the destination 
user. 

39. The system of Claim 37 where at least some of 
the messaging systems coupled to the communications 
system have media translation information stored in the 
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database storage and wherein the media translation system 
is operable to access the media translation information 
associated with a destination messaging system such that 
messages are translated into the second media according 
to the requirements of the destination messaging system. 

40. The system of Claim 37 and further comprising a 
network center coupled to the network system through an 
internal data communication path, the network center 
containing network support systems for the 
administration, tracking and operation of the 
communications system. 

41. The system of Claim 37 wherein the network 
system comprises a plurality of network hubs 
interconnected by internal data communications paths and 
where each of the external messaging systems is coupled 
to one of the network hubs. 
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42. A communications system, comprising: 
a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 

messaging systems; and 

database storage resident within at least one of the 
network hubs operable to store directory information 
associated with users of the external messaging systems 
and the communications system, the directory information 
including user profile information including default 
language information associated with at least some of the 
users specifying a particular language of choice for the 
users; and 

language translation systems resident in the network 
system and operable to receive messages in a first 
language and further operable to translate the message 
into a second language. 

43. The system of Claim 42 where the language 
translat: -n systems each comprise a media translator 
operable to translate the received messages into a text 
format, if necessary; and 

the media translator further operable to translate 
the text format message into the second language and to 
translate the text format message in the second language 
to a media other than text for delivery. 
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44. A communications system, comprising: 

a network system operable to be connected to 
external voice messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external voice messaging 
systems, the network system operable to receive 
communications traffic through the interface systems from 
the external voice messaging systems, at least two of the 
external voice messaging systems communicating with the 
network system using disparate communication protocol; 
and 

database storage resident within the network systems 
operable to store user profile information associated 
with users of at least two of the external voice 
messaging systems, the user profile information 
comprising delivery preference information associated 
with at least some of the users of the external messaging 
systems, some of the messages routed to particular users 
comprising advertising messages identifiable by subject 
matter information and where a particular user may elect 
to receive particular advertising messages by electing to 
receive messages identified by selected subject matter 
information, tY > user profile of the particular user 
reflecting the particular user's preferences with respect 
to the advertising messages. 

45. The system of Claim 39 and further comprising: 

a network center coupled to the network system through an 
internal data communication path, the network center 
containing network support systems for the 
administration, tracking and operation of the 
communications system. 



WO 96/09710 



PCT/US95/11772 



110 



46. The system of Claim 39 where an account is 
maintained for each user of the system within the network 
center and where the account of a particular user is 
credited a predetermined amount for each advertising 
message delivered to the particular user. 

47. The system of Claim 39 where the delivery 
preference information comprises information specified by 
the user as to the media in which at least some messages 
are to be delivered to the user. 

48. The system of Claim 39 where at least some of 
the messages processed by the communications system 
contain information identifying the subject matter of the 
message and where the delivery preference information 
associated with at least some of the users specifies 
whether delivery is allowed and, if so, the desired 
delivery location of certain specified classes of message 
content . 

49. The system of Claim 39 where the delivery 
preference information comprises information specified by 
the user directing the system on the mode of del: -ery 
desired by the user if a messaging feature is not 
available on the destination external messaging facility. 

50. The system of Claim 39 where the directory 
information further comprises the messaging features that 
are available in each external messaging system. 

51. A communications system, comprising: 

a network system operable to be connected to external 

messaging systems; 
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interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; and 

database storage resident within the network center 
operable to store directory information associated with 
users of the external messaging facilities where the 
directory information for at least some of the users of 
the system comprises identification confirmations 
associated with the user and where an identification 
confirmation is supplied to at least some of the users of 
the system when the users attempt to send a message to a 
user of the system associated with the identification 
confirmation information. 

52. The system of Claim 51 where the identification 
confirmations comprise data encoding the spoken name of 
the user associated with the identification 
confirmations . 

53. The system of Claim 51 where the identification 
confirmations comprise iata encoding the picture of the 
user associated with the identification confirmations, 

54. The system of Claim 51 where the identification 
confirmations comprise data encoding the visual image of 
the signature of the user associated with the 
identification confirmations. 
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55. The system of Claim 51 where the database 
storage is further operable to store an extended absence 
greeting comprising the recorded voice of the user 
associated with the identification confirmations 
informing would-be senders of messages of the extended 
absence of the user associated with the identification 
confirmations . 

56. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 

messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging systems and the 
communications system; and 

an interface system associated with the network 
system, the interface system operable to interact with 
nonsubscribera to obtain messages and delivery 
information from the nonsubscribers, the network center 
then operable to route the message received from the 
nonsubscriber within the system as necessary to deliver 
the message to the intended recipient. 

57. The system of Claim 56 and further comprising a 
network center coupled to the network system through an 
internal data communication path, the network center 
containing network support systems for the 
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administration, tracking and operation of the 
communications system, the interface system resident in 
the network center. 

58. The system of Claim 56 where the interface 
system comprises a customer computer interface system 
operable to allow users operating computer terminals to 
access and interact with the system. 

59. The system of Claim 56 where the interface 
system comprises an interactive voice response system 
operable to allow users to access the system using 
telephones. 

60. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system; and 

an interface system associated with the network 
center, the interface system operable to place outgoing 
calls in order to deliver messages to non-subscribers to 
the system, the interface system operable to interact 
with the non-subscribing intended recipient to deliver 
the message by prompting the person answering the 
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outgoing call to confirm that they are the 
non- subscribing intended recipient. 

61. The system of Claim 60 and further comprising a 
network center coupled to the network system through an 
internal data communication path, the network center 
containing network support systems for the 
administration, tracking and operation of the 
communications system, the interface system resident in 
the network center. 

62. The system of Claim 60 where the interface 
system is further operable to ask the person answering 
the outgoing call to enter an alternate destination 
telephone number where the non- subscribing intended 
recipient can be reached if the person answering the 
outgoing call indicates that they are not the 
non-subscribing intended recipient. 

63. The system of Claim 62 where the interface 
system is further operable to repeatedly attempt to place 
the outgoing call a predetermined number of times at 
predetermined intervals if the outgoing call is not 
answered or if the outgoing call is answered but the 
non-subscribing intended recipient is not there to accept 
delivery of the message. 
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64. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems/ 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system, the directory information 
comprising a user record for each user comprising a 
unique internal identifier, at least one external address 
associated with the user, and routing information for 
messaging facilities available to the user; and 

the network system operable to receive messages from 
external messaging systems with an external address of an 
intended recipient having a user record, the network 
system further operable to use the external address to 
access the user record of the intended recipient to 
retrieve the internal identifier of the intended 
recipient and the routing information for the messaging 
facility associated with the intended recipient 
appropriate for the message to be delivered. 

65. The system of Claim 66 where the external 
address comprises an international telephone number. 

66. The system of Claim 64 where the external 
address comprises a ten digit number based on the North 
American Numbering Plan. 



WO 96/09710 



PCIYUS95/11772 



116 

67. The system of Claim 64 where the external 
address comprises a number associated with the intended 
recipient in a private numbering plan. 

68. The system of Claim 64 where the external 
address comprises an electronic mail address associated 
with the intended recipient. 

69. The system of Claim 64 where the external 
address comprises an Internet address associated with the 
intended recipient - 

70. The system of Claim 64 where the external 
address comprises an X.400 address associated with the 
intended recipient. 

71. The system of Claim 64 where the network system 
is operable to deliver messages with information 
identifying the source of the message and wherein the 
format of the source address and the destination address 
are different. 

72. The system of Claim 64 where the network system 
is operable to access media identification information 
associated with the intended recipient of a message and 
to retrieve routing information associated with a 
messaging facility of the intended recipient appropriate 
for the media of the message to be delivered. 



WO 96/09710 



PCT7US95/11772 



117 

73. The system of Claim 64 where the network system 
is operable to access subject matter delivery preference 
information associated with the intended recipient of a 
message and to retrieve routing information associated 
with a messaging facility of the intended recipient 
appropriate for the subject matter of the message to be 
delivered. 

74. A communications system, comprising: 

a plurality of network hubs interconnected by 
internal data communication paths; 

interface systems resident in the network hubs and 
operable to be coupled to external messaging facilities 
and the internal data communication paths, the network 
hubs operable to receive communications traffic through 
the interface systems from the external messaging 
facilities and the internal data communication paths; and 

database storage resident within at least one of the 
network hubs operable to store directory information 
associated with users of the external messaging 
facilities and the communications system; and 

a message system database within each particular 
network hub ope -able to store configuration information 
detailing the configuration of each external messaging 
system connected to the particular network hub such that 
the messaging system database may be used to reconfigure 
an external messaging system should the external 
messaging system be damaged or destroyed. 
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75. The system of Claim 74 where each network hub 
comprises an emergency message storage system operable to 
temporarily store messages intended for users of a 
damaged or destroyed external messaging system such that 
the temporarily stored messages can be delivered to the 
users of the damaged or destroyed external messaging 
system after the external messaging system is brought 
back into operation. 

76. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 

messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system; and 

a mailing list distribution system operable to 
accept a message and deliver the message to a plurality 
of destinations, where the mailing list distribution 
system is recognized by the system as the sender of the 
message to the plurality of destinations such that the 
mailing list distribution system receives all replies and 
error messages resulting from the delivery of the message 
to the plurality of destinations. 
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77. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems , 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system; and 

a mailing list distribution system operable to 
accept a message and deliver the message to a plurality 
of destinations, where the mailing list distribution 
system identifies the user requesting delivery of the 
message as the sender of the message such that the user 
requesting delivery of the message receives all replies 
and error messages resulting from the delivery of the 
message to the plurality of destinations. 

78. A communications system, comprising: 

a plurality of necwork hubs interconnected by 
internal data communication paths; 

interface systems resident in the network hubs and 
operable to be coupled to external messaging facilities 
and the internal data communication paths, the network 
hubs operable to receive communications traffic through 
the interface systems from the external messaging 
facilities and the internal data communication paths; 

a network center coupled to at least one of the 
network hubs through an internal data communication path, 
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the network center containing network support systems for 
the administration, tracking and operation of the 
communications system; and 

database storage resident within at least one of the 
network hubs operable to store directory information 
associated with users of the external messaging 
facilities and the communications system; and 

a message tracking system resident in the network 
center and operable to store status information 
associated with messages being processed by the system, 
the message tracking system operable to report the status 
of messages being processed by the system and further 
operable to stop the delivery of messages at the request 
of the sender of the message. 

79. The system of Claim 78 and further comprising 
an interface system operable to allow users to access the 
message tracking system, the interface system operable to 
allow a particular user to receive reports on the status 
of messages being processed by the system and to stop the 
delivery of messages sent by the particular user and not 
yet delivered by the system. 

80. The system of Claim 79 where the interface 
system comprises a customer computer interface system 
operable to allow users operating computer terminals to 
access and interact with the message tracking system. 

81. The system of Claim 79 where the interface 
system comprises an interactive voice response system 
operable to allow users to access and interact with the 
message tracking system using telephones. 
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82. The system of Claim 78 where an account is 
maintained for each user of the system within the network 
center and where the account of the user accessing the 
message tracking system is charged an amount dependent on 
the service requested of the message tracking system. 

83. A communications system, comprising: 

a plurality of network hubs interconnected by 
internal data communication paths; 

interface systems resident in the network hubs and 
operable to be coupled to external messaging facilities 
and the internal data communication paths, the network 
hubs operable to receive communications traffic through 
the interface systems from the external messaging 
facilities and the internal data communication paths; 

a network center coupled to at least one of the 
network hubs through an internal data communication path, 
the network center containing network support systems for 
the administration, tracking and operation of the 
communications system; and 

database storage resident within at least one of the 
network hubs operable to store directory information 
associated with users of the external messaging 
facilities and the communications system comprising at 
least one external address and a unique internal 
identifier for each user of the system; and 

an interface system resident in the network center 
operable to interact with would-be users of the system to 
identify particular users of the system using information 
supplied by the would-be users. 
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84. The system of Claim 83 where the interface 
system is operable to perform searches of the directory 
information responsive to parameters supplied by the 
would-be users of the system and to report the results of 
the searches to the would-be users by presenting the 
would-be users with identification confirmations from the 
users of the system identified by the search. 

85. The system of Claim 83 where the interface 
system may be directly accessed by nonsubscriber users of 
the system in order to identify users of the system and 
to send messages to the identified users. 

86. The system of Claim 83 where the interface 
system comprises a customer computer interface system 
operable to allow users operating computer terminals to 
access and interact with the system. 

87. The system of Claim 83 where the interface 
system comprises an interactive voice response system 
operable to allow users to access and interact with 
system using telephones. 
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68. A communications system, comprising: 

a network system operable to be connected to 
external messaging systems; 

interface systems resident in the network system and 
operable to be coupled to the external messaging systems, 
the network system operable to receive communications 
traffic through the interface systems from the external 
messaging systems; 

database storage resident within the network system 
operable to store directory information associated with 
users of the external messaging facilities and the 
communications system, the external messaging systems 
operable to request message routing information for 
messages received from users of the external messaging 
systems, the network hubs operable to access the 
directory information and retrieve the appropriate 
routing information and further operable to transmit the 
retrieved routing information to the external messaging 
system such that the external messaging system can 
deliver the message independent of the communications 
system. 
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89. A network hub of a communications system 
operable to interact within that communications system 
with other network hubs through internal data lines, the 
network hub comprising: 

a plurality of computer systems/ each comprising a 
local area network adaptor system; 

a local area network coupled to each of the local 
area network adaptor systems within the plurality of 
computer systems; 

a first one of the plurality of computer systems 
comprising certain digital connection processor systems 
each coupled to at least one external messaging facility 
through communication paths utilizing digital 
communications protocols; 

a second one of the plurality of computer systems 
comprising certain analog connection processor systems 
each coupled to at least one external messaging system 
through communication paths utilizing analog 
communications protocols; 

a third one of the plurality of computer systems 
comprising a database server system operable to access 
and man<-^e a database, the database comprising directory 
information comprising records containing profile 
information and operational preference information for 
users of the communications network, the network hubs 
operable to receive updates to the directory information 
from other network hubs and alter the information stored 
in the database; and 

a fourth one of the plurality of computer systems 
comprising a communications system operable to manage 
communications between the network hub and other network 



WO 96/09710 



PCT/US95/1I772 



125 

hubs through the high speed communication lines coupled 
to the fourth computer system. 

90. A network hub of a communications system 

5 operable to interact within that communications system 

with other network hubs through internal data lines, the 
network hub comprising: 

a management processor operable to monitor the 
operation of the network hub; 
io a plurality of control processors; 

an event processor operable to schedule events in the 
network hub; 

a hub database operable to store user profile 
information associated with users of messaging systems 
15 coupled to the network hub; 

a connection processor operable to create and manage 
connections between the network hub and other systems; 
and 

a file server providing access to a message storage 
20 facility. 

91. The network hub of Claim 90 wherein the 
connection processor comprises an analog connection 
processor coupled to at least one external messaging 

25 system through communication paths utilizing analog 

communications protocols. 

92. The network hub of Claim 90 wherein the 
connection processor comprises a digital connection 

30 processor coupled to at least one external messaging 

system through communication paths utilizing digital 
communications protocols. 
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93. The network hub of Claim 90 wherein the 
connection processor comprises a network connection 
processor operable to create and manage connections with 
other network hubs. 

94. The network hub of Claim 90 and further 
comprising a media translator operable to receive a 
message in a first media and to translate the message 
into a second, different media prior to delivery of the 
message to an intended recipient. 

95. The network hub of Claim 90 wherein the 
plurality of control processors comprise: 

a connection manager operable to determine the 
necessity of future connections and to build a connection 
queue comprising records specifying the necessary future 
connections; 

a message router operable to interact with message 
system information in the hub database to determine the 
next destination for each message received by the network 
hub; 

a data replicator operable to interact with other 
systems to keep the hub database synchronized vr th the 
information contained in other network hubs; and 

an administrative event manager operable to schedule 
and manage administrative events within the network hub. 

96. The network hub of Claim 90 wherein the 
connection processor comprises a client process to 
request services from the event processor, management 
processor and file server. 
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97. A communications system, comprising: 

a plurality of network hubs interconnected by 
internal data communication paths; 

interface systems resident in the network hubs and 
operable to be coupled to external messaging facilities 
and the internal data communication paths, the network 
hubs operable to receive communications traffic through 
the interface systems from the external messaging 
facilities and the internal data communication paths; 

a network center coupled to at least one of the 
network hubs through an internal data communication path, 
the network center containing network support systems for 
the administration, tracking and operation of the 
communications system; and 

database storage resident within at least one of the 
network hubs operable to store directory information 
associated with users of the external messaging 
facilities and the communications system, the directory 
information comprising a user record for each user 
comprising information associated with at least one 
delivery feature, the user record further comprising 
information indicating the actions to be taken by the 
system in the event that the delivery feature is not 
supported by the messaging system associated with an 
intended message recipient. 

98 • The system of Claim 97 where the delivery 
feature comprises the ability to designate a selected 
message as urgent. 
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99 The system of Claim 98 where the information 
indicating the actions to be taken may be configured to 
cause the message to be returned if the urgency feature 
is not supported. 

100. The system of Claim 98 where the information 
indicating the actions to be taken may be configured to 
cause the message to be delivered even if the urgency 
feature is not supported. 

101. The system of Claim 97 where the delivery 
feature comprises the ability to designate a selected 
message as private. 

102. The system of Claim 101 where the information 
indicating the actions to be taken may be configured to 
cause the message to be returned if the privacy feature 
is not supported. 

103 The system of Claim 101 where the information 
indicating the actions to be taken may be configured to 
cause the message to be delivered even if the privacy 
feature is not supported. 
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104. A method of processing a message using a 
communications network, the message comprising a compound 
message having a plurality of message portions having 
different message medias requiring different destination 
messaging facilities, them method comprising the steps 
of: 

receiving the message from an external messaging 
system in a source message format associated with a 
source protocol used by that messaging system; 

translating the message into a network format in a 
first network hub; 

transmitting the message in the network format over 
internal data communications lines connecting the first 
network hub to a second network hub; 

translating the message from the network format to a 
destination message format associated with a destination 
communications protocol in the second network hub, the 
destination protocol associated with a destination 
messaging system coupled to the second network hub; 

separating the message portions; 

identifying the messaging facilities available to 
the intended recipient; 

translating the message portions that use medias 
associated with messaging facilities not available to the 
intended recipient into media associated with messaging 
facilities that are available to the intended recipient; 

transmitting the message in the destination message 
format to the destination messaging system such that the 
message can be delivered to an intended recipient 
associated with the destination messaging system; and 
delivering the translated message portions and the 
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untranslated message portions to the appropriate 
messaging facilities available to the intended recipient. 

105. A method of processing a message using a 
communications network comprising: 

receiving the message from an external messaging 
system in a source message format associated with a 
source protocol used by that messaging system; 

retrieving identification confirmations associated 
with the intended recipient of the message from a 
database of user profile information; and 

transmitting the retrieved identification 
confirmations to the source messaging facility such that 
the identification confirmations can be provided to the 
sender of the message to confirm the intended recipient 

of the message; 

translating the message into a network format in a 

first network hub; 

transmitting the message in the network format over 
internal data communications lines connecting the first 
network hub to a second network hub; 

translating the message from the network format to a 
destination message format associated with a destination 
communications protocol in the second network hub, the 
destination protocol associated with a destination 
messaging system coupled to the second network hub; and 

transmitting the message in the destination message 
format to the destination messaging system such that the 
message can be delivered to an intended recipient 
associated with the destination messaging system. 
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106. A method of processing a message using a 
communications network comprising: 

receiving initial address information as to the 
identity of a destination user from a source user of the 
system; 

accessing a user profile database using the initial 
address information to retrieve a unique internal 
identifier and identification confirmation for the 
destination user; 

transmitting the retrieved identification 
confirmations to the source user to confirm the intended 
recipient of the message; 

receiving a message from the source user; and 
routing the message to the destination user using the 
unique internal identifier. 

107. The method of Claim 106 and further comprising 
the steps of: 

accessing delivery preference information for the 
destination user; and 

routing the message to a particular messaging 
facility associated with the destination user responsive 
to che delivery preference information. 

108. The method of Claim 106 where the media of the 
message corresponds to a messaging facility that is not 
supported by the destination user, the method further 
comprising the steps of: 

translating the message to an internal format; 
routing the message to a network hub connected to the 
destination user in the internal format; 
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translating the message from the internal format 
into a media supported by a messaging facility associated 
with the destination user; and 

delivering the translated message to the messaging 
facility associated with the destination user. 

109. A communications system, comprising: 

a hub system comprising at least one public access 
port and at least one private access port; 

a messaging system operable to contact and connect 
to both the private and public access ports, the 
messaging system accessible to users and operable to 
receive and deliver messages from and to the users of the 
messaging system where at least some of the users are 
able to use public addressing and private addressing 
forms to address messages; and 

the network hub system comprising stored user tables 
comprising community information identifying particular 
users who are able to use private addressing forms to 
route messages to each other such that such users may use 
globally non-unique private addressing forms to address 
messages. 

110. The communications system of Claim 1 wherein 
the messaging system comprises a first messaging system 
and wherein the network hub system comprises a plurality 
of both private and public access ports, the system 
further comprising a second messaging system operable to 
contact and connect to both a private and a public access 
port, the user tables including entries including 
community information for at least some users of both the 
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first and second messaging systems belonging to the same 
private messaging community. 
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